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We are also seeing that 
cyber security awareness 
is not prioritised, with 
only 32% of organisations 
training their employees”
Source: www.itweb.co.za/article/csir-lifts-lid-on-south-africas-dire-security-posture/xA9PO7NEDAYvo4J8

“

Introduction

In the pre-digital era, societies developed robust systems—military, law
enforcement, education, and legal frameworks—to mitigate vulnerabilities
such as greed, malice, negligence, and ignorance. These institutions aimed
to preserve stability, enforce accountability, and protect against internal and
external threats.

In today’s interconnected digital world, the nature of these threats has evolved, but the need for equally robust
defence mechanisms remains. As technology transforms how we live and work, the complexity of digital systems 
introduces new risks. Cyberattacks are now driven by malicious actors exploiting both human and system
vulnerabilities. Just as physical infrastructure once required protection, today’s digital infrastructure demands
equally rigorous cybersecurity measures.

National cybersecurity strategies, stringent corporate policies, public awareness campaigns, and cross-border
collaboration are essential to combat the rising tide of cybercrime. The growing dependency on digital
systems—compounded by the proliferation of IoT devices and a global shortage of cybersecurity
SURIHVVLRQDOVǿLQWHQVLȣHV WKHVH ULVNV� /HJDF\ V\VWHPV� KXPDQ HUURU� DQG WKH HFRQRPLF LQFHQWLYHV IRU
cybercriminals further amplify the problem.

In this context, cybersecurity is no longer merely a defence mechanism—it is a strategic investment, essential for 
maintaining stability, fostering innovation, and ensuring business growth. Organisations that prioritise cybersecurity 
are better equipped to navigate the complexities of today’s digital landscape and secure their future.
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Sets the context by looking at the scale of the 
cybersecurity problem in South Africa and beyond, 
showing how the country’s growth in digital connectivity 
has made it a focus for global cybersecurity attackers. 

Section

01
Section

02
Provides frameworks for thinking about cybersecurity; why 
it is central to an organisation’s digital resilience; and the 
importance of meeting regulatory requirements.

Section

03
Outlines how cyber attackers exploit vulnerabilities and 
what they are looking for when an attack is successful.

Section

04
Looks at the scope and complexity of what cybersecurity 
covers and the organisational weaknesses that can 
undermine successful cyber defences.

Section

05
Lays out eight different areas with recommendations for 
how to tackle the issues raised.

Key sections of the report cover the following: 

 

2 Omdia IT Enterprise Insights Survey 2024-25 n=5099, 389, 131

This thought leadership paper from Omdia and
Vodacom Business explores the current state of 
cybersecurity in South Africa, while also drawing 
insights from global trends and practices. It has 
been developed through a blend of primary
research, insights from Omdia’s IT Enterprise
Insights and Cybersecurity Decision-Maker2 
Surveys and expertinterviews with cybersecurity 
experts in South Africa. Among them are
individuals who hold prestigious positions, such 
as the Chair of various cyber industry bodies, and 
other industry experts. This paper offers
actionable recommendations for
decision-makers.
b
By integrating these cybersecurity strategies into 
their operations, organisations can take advantage
of the opportunities in the digital landscape, whilst
protecting their brand’s reputation. Cybersecurity
becomes the strategic enabler for growth. With the 
right protections in place, organisations can
FRQȣGHQWO\ LQQRYDWH DQG GHOLYHU QHZ GLJLWDO
products and services, secure in the knowledge that 
their cybersecurity infrastructure is built to support 
both resilience and progress.
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What’s the problem?

01
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The scale of cyberattacks 
facing South African 
organisations

1.1

The country ranks 14th for the highest average 
insurance claims associated with data breaches and 
cybercrime, according to a report by Allianz 
Commercial. The Chair of the Information Regulator 
VWDWHG WKDW ��� GDWD EUHDFK QRWLȣFDWLRQV DUH UHFHLYHG 
every month.

Recent South African cyberattacks, as detailed later 
in this paper, have affected multiple sectors. These 
LQFLGHQWV FDXVHG VLJQLȣFDQW GLVUXSWLRQ� IURP 
interrupting medical operations to preventing citizens 
from accessing essential utilities. One of the most 
notable cases involved hackers stealing over 4TB 
of data from a South African server and 
demanding a ransom of US$15 million.

In 2023, South Africa ranked 5th globally for 
cybercrime victim density. Reports indicated
that 56 out of every one million internet users in the 
country were victims of cybercrime, placing South 
Africa among the most affected countries, alongside 
the US, UK, Canada, and Australia.
1 Omdia Service Provider Regional Outlook, Africa – Sep 2023)

The cybersecurity threat landscape in South
Africa is becoming increasingly dangerous.

80% of South African businesses reported 
experiencing a cyberattack in the past year, 
and SABRIC (South African Banking Risk
Information Centre) and CSIR (Council for
6FLHQWLżF DQG ,QGXVWULDO 5HVHDUFK� HVWLPDWH 
that the country loses R2.2 billion annually 
to cyber hacks.

The digital economy’s growth in Africa, particularly 
in South Africa, is creating more opportunities for 
cybercriminals. Omdia forecasts Africa’s mobile 
subscriptions to grow from 1.40 billion in 2023 to 
1.78 billion by 20281, and Statista expects internet 
penetration in South Africa to rise from 75% in 
2023 to 98% by 2029.

Meanwhile, US$22.53 billion worth of transactions 
IORZHG WKURXJK GLJLWDO FKDQQHOV LQ ����� DQG WKH 
Mastercard New Payments Index (2022) found 
that 95% of South Africans had used at least one 
emerging payment method two years prior. Online 
retail in South Africa was worth R71 billion in 2023 
and is projected to reach R100 billion by 2026.

Individuals and organisations alike are becoming 
increasingly dependent on uninterrupted access to 
digital infrastructure, underscoring the importance 
of reliable, scalable systems that can meet this 
growing demand. If this is true for South Africa, it is 
equally important in those African countries where 
South African-based businesses have operations.

As Africa’s digital economy rapidly transforms and 
expands, it increases vulnerabilities and provides 
more entry points for increasingly sophisticated 
cybercriminals, hackers, and state-sponsored actors. 
These threat actors use increasingly sophisticated 
methods to steal data, disrupt services, and cause 
VLJQLȣFDQW GDPDJH WR RUJDQLVDWLRQV� 7KH IUHTXHQF\ 
and complexity of cyberattacks are accelerating, 
making it harder for cybersecurity professionals to 
GHIHQG VHQVLWLYH DQG FRQȣGHQWLDO LQIRUPDWLRQ DQG 
maintain the integrity of digital systems.
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How to think about
cybersecurity

02



To achieve true digital resilience, organisations must prioritise 
cyber resilience—the ability to withstand, respond to, and
recover from cybersecurity threats. According to Omdia’s IT 
Enterprise Insights Survey 2024, 42% of global organisations, 
including those in South Africa, rank cybersecurity as their
top IT priority and all top three IT priorities are related to
cyber-security: Cybersecurity, identity and privacy
management2.

08CYBERSECURITY AS AN IMPERATIVE FOR GROWTH2.1

Cybersecurity as 
a pillar of digital 
resilience

  

.

42%
South Africa

39%
Africa

42
%

  W
or

ld
w

id
e

2

 

Omdia IT Enterprise Insights Survey 2024-25 n=5099, 389, 131

CYBERSECURITY IS THE TOP IT PRIORITY 

The cyber-outages on 19 July 2024 that grounded planes, 
closed banks, and disrupted the online insurance market 
underscored the importance of digital resilience. These 
disruptions were caused by third-party software updates.

Digital resilience is the capacity of an organisation
to maintain continuous operations despite potential
disruptions, and swiftly capitalise on digital opportunities.
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3
 
Omdia Cybersecurity Decision-Maker Survey 2024, n=964The Group CIO of Standard Bank Jörg Fischer  emphasised the ever-present nature of the threat in an interview with Tech Central

“If you ask me what keeps me awake at night, and
LW LV D ELW RI D FOLFKÄ� LWoV GHżQLWHO\ F\EHUVHFXULW\
EHFDXVH WKH WKLQJ LV� \RX MXVW GRQoW NQRZ� 7KHUH DUH 
SUREDEO\ KXQGUHGV� LI QRW WKRXVDQGV RI SHRSOH RQ D 
GDLO\ EDVLV WU\LQJ WR LQżOWUDWH \RXU V\VWHPV�q

Furthermore, only 36% of organisations are
FRQȣGHQW WKH\ FDQ SUHYHQW D UDQVRPZDUH DWWDFN
ZLWKRXW VLJQLȣFDQW RSHUDWLRQDO GLVUXSWLRQ3. Many 
interviewees for this report corroborated this global 
view, with comments including

pUDQVRPZDUH DWWDFNV DUH RIWHQ VXFFHVVIXO
LQ 6RXWK $IULFD DQG RUJDQLVDWLRQV DUH
IUHTXHQWO\ XQSUHSDUHGq�

Omdia’s Cybersecurity Decision-Maker Survey
revealed that 62% of organisations globally
UHSRUWHG D VLJQLȣFDQW LQFUHDVH LQ WKH VHYHULW\ RI 
cyber threats over the past two years, up from 55% 
in 2023. Alarmingly, more than half of the
respondents faced multiple severe incidents in the 
past year, which required major escalations and
resulted in substantial material impacts. Again, the 
SRVLWLRQ LQ 6RXWK $IULFD UHȤHFWV WKLV JOREDO VXUYH\� 
with interviewees noting that ethical lines are being 
crossed, with attacks on medical facilities as an
example.

As cyber threats continue to evolve and become 
more sophisticated, businesses must continuously 
adapt their cybersecurity strategies to safeguard 
their operations.

“



The unchanging nature of the threat
2.2 10CYBERSECURITY AS AN IMPERATIVE FOR GROWTH

&\EHUFULPLQDOV DUH EHFRPLQJ PRUH VRSKLVWLFDWHG LQ H[SORLWLQJ V\VWHP YXOQHUDELOLWLHV� ZLWK żQDQFLDO JDLQ VHUYLQJ DV D NH\ GULYHU EHKLQG D ZLGH DUUD\ RI DWWDFNV�
(FRQRPLF LQFHQWLYHV DUH LQFUHDVLQJO\ VKDSLQJ WKH ODQGVFDSH RI F\EHUFULPH� %HORZ DUH NH\ H[DPSOHV RI KRZ żQDQFLDO PRWLYHV LQŽXHQFH F\EHUFULPLQDO DFWLYLW\�

5DQVRPZDUH WDWWDFNV

Cybercriminals use ransomware to 
encrypt an organisation’s data and 
demand payment, often in crypto-
currency, to restore access. The 
promise of substantial ransoms 
PDNHV WKLV D KLJKO\ SURȣWDEOH IRUP 
of attack.

&U\SWR MDFNLQJ

Hackers hijack the processing power of 
infected systems to mine
FU\SWRFXUUHQF\� EHQHȣWLQJ IURP WKH 
resources of compromised computers 
without the victim’s knowledge.

Money laundering

Cybercriminals often exploit the 
anonymity of cryptocurrencies
to launder stolen money, using
FRPSOH[ ȣQDQFLDO VFKHPHV WR 
obscure the origins of their funds 
and make it harder for authorities
to trace.

'DWD WKHIW DQG VDOH

3HUVRQDO� ȣQDQFLDO� RU LQWHOOHFWXDO
property data is highly valuable on 
the dark web. Cybercriminals steal 
data to sell it to the highest bidder, 
making data breaches lucrative for 
those involved.

Corporate espionage

Cybercriminals may be hired to 
steal sensitive information from 
competitors, such as trade secrets 
or product designs, in exchange
for large payments from rival 
businesses.

)UDXG DQG LGHQWLW\ WKHIW

6WROHQ SHUVRQDO RU ȣQDQFLDO GDWD FDQ 
be used to commit fraud, such as 
opening credit accounts or making 
unauthorised transactions. 
Cybercrimi-nals can exploit WKLV IRU 
ILQDQFLDO JDLQ RYHU WLPH�

Distributed Denial
RI 6HUYLFH �''R6� H[WRUWLRQ
Cybercriminals launch DDoS attacks
to overwhelm a business’s online
services and demand payment in exchange
for halting the disruption, pressuring
businesses to pay quickly to minimise
operational losses.

Cybercrime-
DV�D�6HUYLFH �&DD6�

The rise of CaaS platforms allows 
less technically skilled individuals
to hire cybercriminals or purchase 
readymade attack tools, lowering
the barrier to entry and enabling 
PRUH ȣQDQFLDOO\ PRWLYDWHG DWWDFNV�

3KLVKLQJ IRU SURżW

Phishing schemes are designed to 
trick individuals into revealing their 
login credentials, banking details, 
or credit card information, which 
cybercriminals then exploit for 
ȣQDQFLDO JDLQ�

7KH HFRQRPLF LQFHQWLYHV IRU F\EHUFULPLQDOV FRQWLQXH WR JURZ DV GLJLWDO DVVHWV DQG RQOLQH WUDQVDFWLRQV LQFUHDVH LQ YDOXH�
%XVLQHVVHV PXVW VWD\ YLJLODQW DQG LPSOHPHQW UREXVW VHFXULW\ PHDVXUHV WR FRXQWHU WKH żQDQFLDO PRWLYDWLRQV GULYLQJ WKHVH WKUHDWV
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.

Legacy systems

Addressing these vulnerabilities 
requires a strategy of upgrading, 
patching, and, where necessary,
replacing legacy systems with 
modern, secure alternatives.

Outdated software
and patches
Legacy systems often run on
outdated software that no longer 
receives updates or security patches, 
leaving them exposed to known
vulnerabilities that attackers exploit.

Unsupported
operating systems
Many legacy systems operate on
operating systems that are no longer
supported by the vendor (e.g.,
Windows XP or older Linux distributions), 
making them susceptible to malware 
and other attacks.

Lack
of encryption
Older systems may not utilise 
modern encryption standards for 
data storage or transmission,
increasing the risk of data breaches 
and unauthorised access.

Insecure interfaces
and APIs
Legacy systems often have poorly
designed or outdated interfaces that
lack proper authentication and
security controls, providing attackers 
with potential entry points.

Weak authentication
mechanisms
Many legacy systems still use weak
or outdated authentication methods,
such as default passwords,
singlefactor authentication, or easily
guessable credentials.

No segmentation or
isolation
Legacy systems are often part of a
ȤDW QHWZRUN� ZLWK QR VHJPHQWDWLRQ
between different parts of the
infrastructure, allowing attackers
to move laterally once inside.

Vulnerable to
modern attacks
Many legacy systems are not
equipped to defend against modern
cyber threats such as ransomware,
advanced persistent threats (APTs),
or zero-day vulnerabilities.

Limited visibility and
monitoring
Legacy systems may not integrate
with modern security monitoring 
tools, leaving organisations blind
to potential breaches or ongoing 
attacks..

Poor integration with
newer technologies
As legacy systems often struggle to
integrate with newer technologies, 
this mismatch can create security 
gaps or overlooked vulnerabilities.

Hardcoded
credentials
Some legacy applications and
systems use hardcoded credentials 
within the code, making them easy 
targets if attackers gain access to
this information.

2IWHQ RXWGDWHG DQG ODFNLQJ PRGHUQ VHFXULW\ PHDVXUHV� SUHVHQW VHYHUDO YXOQHUDELOLWLHV WKDW FDQ SRVH VLJQLȣFDQW ULVNV WR RUJDQLVDWLRQV� +HUH DUH VRPH FRPPRQ H[DPSOHV�

7KH UDSLG H[SDQVLRQ RI ,R7 GHYLFHV DQG RWKHU FRQQHFWHG WHFKQRORJLHV KDV VLJQLżFDQWO\ LQFUHDVHG WKH SRWHQWLDO DWWDFN
surface for hackers but this evolving threat landscape is compounded by vulnerabilities such as:



.
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Human error

Addressing human error requires
ongoing training, strong security
policies, and a culture of vigilance
to ensure that employees remain
aware of their role in safeguarding 
the organisation from cyber 
threats.

Weak passwords

Employees may use weak, easily
guessable passwords or reuse the 
same password across multiple
systems, making it easier for attackers 
to gain access to critical information.

Phishing
attacks
Staff can inadvertently fall victim to
phishing scams, clicking on malicious 
links or attachments that give attackers 
access to internal systems or sensitive 
data.

0LVFRQżJXUDWLRQ
of systems
(UURUV LQ WKH VHWXS RU FRQȣJXUDWLRQ RI
VHFXULW\ V\VWHPV� VXFK DV ȣUHZDOOV RU
cloud services, can create vulnerabilities 
that hackers can exploit..

Accidental
data sharing
Employees may unintentionally share 
sensitive information through unsecured 
channels, such as personal emails or 
cloud storage services, increasing the 
risk of data leaks.

Failure to install
security updates
Users may neglect to install critical
security updates or patches, leaving
systems vulnerable to known exploits
that attackers can leverage.

Inadequate handling
of credentials
Poor management of login
credentials, such as writing down 
passwords or sharing accounts,
weakens the organisation’s security 
posture.

Unintentional data
GHOHWLRQ RU PRGLżFDWLRQ
Mistakes in data handling, such as
accidentally deleting or modifying
LPSRUWDQW ȣOHV� FDQ FDXVH
operational disruption or data loss.

Lack of incident
reporting
In some cases, employees may fail
to report a potential security issue, 
such as a suspicious email or a
mistake they made, allowing
vulnerabilities to persist and escalate.

,QVXIżFLHQW DZDUHQHVV
of security protocols
Without regular training, employees may 
not fully understand the importance of 
adhering to security policies, leading to 
careless actions such as downloading 
unapproved software or connecting to 
insecure networks. unapproved software 
or connecting to insecure networks.

Improper use of
privileged access
Employees with elevated privileges 
may misuse or mishandle access, 
whether through negligence or lack 
of knowledge, potentially leading
to a breach.

5HPDLQV RQH RI WKH PRVW VLJQLȣFDQW YXOQHUDELOLWLHV LQ DQ\ RUJDQLVDWLRQȂV F\EHUVHFXULW\ IUDPHZRUN DQG ZDV IUHTXHQWO\ UHIHUUHG WR E\ WKH F\EHUVHFXULW\ H[SHUWV LQWHUYLHZHG IRU WKLV UHSRUW�
including that “there are many accidental issues” and “social engineering is a key focus for attackers”. Below are common examples of how human mistakes can expose businesses to risk
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Regulation aims 
to drive enhanced 
cybersecurity in 
organisations

2.2

To prevent vulnerabilities, regulations like South Africa’s 
Protection of Personal Information Act (POPIA) aim to 
ensure organisations take reasonable steps to prevent 
cybersecurity breaches. 

2.3

323,$� RYHUVHHQ E\ WKH ,QIRUPDWLRQ 5HJXODWRU� GHȣQHV SHUVRQDO
information as data relating to a living person or an existing
company, and mandates that this data is processed and stored only 
as long as necessary. The Act is grounded in eight core conditions, 
ranging from accountability and security safeguards to openness 
and data subject participation—all designed to ensure that
organisations responsibly manage sensitive data.

POPIA is part of a broader trend. Globally, regulations like the
European Union’s General Data Protection Regulation (GDPR),
which inspired similar laws such as Kenya’s Data Protection Act
(DPA) of 2019, are setting new standards for data protection.
$FFRUGLQJ WR LQWHUYLHZV� WKH WKUHDW RI VLJQLȣFDQW ȣQHV IRU
cybersecurity lapses
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“Regulation often lags behind technological advancements, 
so maintaining a proactive approach is crucial for staying 
ahead of threats. Companies should aim to be ahead of the 
curve by exceeding regulatory standards and focusing on 
their reputation for security and privacy.”

)RU RUJDQLVDWLRQV WKDW DUH LGHQWLȣHG DV FULWLFDO QDWLRQDO LQIUDVWUXFWXUH�
VXFK DV ȣQDQFLDO LQVWLWXWLRQV� WKH UHTXLUHPHQWV JR HYHQ IXUWKHU� ,Q 6RXWK
$IULFD� ȣQDQFLDO LQVWLWXWLRQV PXVW FRPSO\ ZLWK WKH &\EHUVHFXULW\ DQG &\EHU 
5HVLOLHQFH 5HTXLUHPHQWV VHW E\ WKH )LQDQFLDO 6HFWRU &RQGXFW $XWKRULW\
�)6&$� DQG WKH 6RXWK $IULFDQ 5HVHUYH %DQN �6$5%� E\ -XQH ����� 6LPLODUO\�
FRPPXQLFDWLRQV SURYLGHUV DQG RWKHU LQGXVWULHV PXVW PHHW WKH VWLSXODWLRQV
RI WKH &\EHU &ULPHV $FW WR PDLQWDLQ UHJXODWRU\ FRPSOLDQFH�

)RU FRPSDQLHV IRXQG LQ EUHDFK RI UHJXODWLRQV� SHQDOWLHV DUH VHYHUH DQG
LQFUHDVLQJ� 8QGHU 323,$� IRU H[DPSOH� VHULRXV YLRODWLRQV FDQ UHVXOW LQ
ȣQHV RI XS WR 5�� PLOOLRQ RU LPSULVRQPHQW IRU XS WR �� \HDUV� ,Q ����� WKH
'HSDUWPHQW RI -XVWLFH DQG &RQVWLWXWLRQDO 'HYHORSPHQW �'R-	&'� ZDV ȣQHG 
=$5� PLOOLRQ IRU IDLOLQJ WR FRPSO\ ZLWK DQ HQIRUFHPHQW QRWLFHǿD FOHDU
H[DPSOH RI WKH UHJXODWRU\ PXVFOH EHKLQG WKHVH ODZV DQG WKH FRVWV RI QRW 
FRPSO\LQJ� ,QWHUYLHZHHV IRU WKLV SDSHU ZHUH SRVLWLYH DERXW WKH LPSDFW RI
UHJXODWLRQ LQ GULYLQJ PRUH UHFRJQLWLRQ RI DQG DFWLRQ DURXQG F\EHUVHFXULW\�

0XOWLQDWLRQDO FRPSDQLHV DQG RUJDQLVDWLRQV EDVHG LQ 6RXWK $IULFD DUH DIIHFWHG 
E\ WKUHH GLIIHUHQW OD\HUV RI GDWD SULYDF\ UHJXODWLRQ� *'35 IURP WKH (XURSHDQ 
8QLRQ DQG 8.� 6RXWK $IULFDQ GRPHVWLF UHTXLUHPHQWV� DQG $IULFDQ FRXQWU\
UHJXODWLRQ OLNH .HQ\DȂV '3$� 2UJDQLVDWLRQV PXVW QRW RQO\ FRPSO\ ZLWK FXUUHQW 
UHTXLUHPHQWV EXW DOVR SURDFWLYHO\ DGDSW WR WKH HYROYLQJ UHJXODWRU\ ODQGVFDSH� 
%\ GRLQJ VR� WKH\ FDQ EHWWHU VHFXUH WKHLU RSHUDWLRQV� SURWHFW WKHLU GDWD� DQG 
HQVXUH FRPSOLDQFHǿIRUWLI\LQJ WKHLU GHIHQFHV LQ DQ LQFUHDVLQJO\ KRVWLOH GLJLWDO 
HQYLURQPHQW�

,W LV LPSRUWDQW WR VWD\ DKHDG RI UHJXODWLRQ IRU� DV RQH PDMRU UHJLRQDO FRPSDQ\ 
H[HFXWLYH LQWHUYLHZHG FRPPHQWHG�
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Understanding the threat

03



Understanding 
the threat
Cyberattacks have evolved into one of the most pressing threats 
to global cybersecurity, impacting not just individuals and 
businesses, but also governments and critical infrastructure. 
Globally, over one-third of organisations suffered cybersecurity 
breach events costing over $0.5m to address4, and IBM reports 
that the average cost of a data breach is US$4.88m in 2024, up from 
US$4.45m in 20235. This same report notes that malicious attacks 
accounted for 55% of breaches, and 23% were a result of IT failures.

Omdia’s Cybersecurity Breaches Tracker noted that of 1,307 
separate reported breaches globally in 2023, over 69% resulted 
in data exposure. The sophistication and diversity of these 
attacks highlight the different motivations that drive malicious 
DFWRUV� IURP HVSLRQDJH DQG ȣQDQFLDO JDLQ WR GLVUXSWLRQ DQG 
SRZHU GHPRQVWUDWLRQ� 7KH WKUHDW LV VLJQLȣFDQW� DQG 
organisations must do what they can to mitigate these threats.

,Q VRPH RI WKH PRVW VLJQLȣFDQW EUHDFKHV RI WKH SDVW GHFDGH� 
attackers have exploited vulnerabilities in supply chains, 
leveraged third-party access, taken advantage of digital 
projects opening new attack vectors, and even caused physical 
disruptions like power blackouts. For example, the Trend Micro 
mid-year cybersecurity threat report 2024 notes that risky 
FORXG DSS DFFHVV LV WKH OHDGLQJ ULVN HYHQW GXULQJ WKH ȣUVW KDOI 
of the year4. These breaches show that cybersecurity threats 
are multifaceted, affecting not only data but also the 
operational capabilities of major entities.

4 Omdia Cybersecurity Decision-Maker survey 2024, global, n=964
5 IBM and Ponemon Institute “Cost of a Data Breach” report, 2024
6 Trendmicro.com

3.0 16CYBERSECURITY AS AN IMPERATIVE FOR GROWTH
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How cyber attackers 
exploit vulnerabilities

3.1

“Attackers keep changing their 
tactics– phishing has evolved through 
WhatsApp, Instagram, SMS, andmore”; 
“ransomware is very focused on stealing 
data and holding it to ransom”; and 
“small organisations are more interested 
in cost than cybersecurity, leaving them 
open to evermore attacks.”

There are a huge variety of cyber threats dominated
by highly organised groups leveraging advanced
technologies to exploit vulnerabilities.

These range from automated system scanning to more sophisticated 
WHFKQLTXHV LQYROYLQJ DUWLȣFLDO LQWHOOLJHQFH �$,�� ZKLFK HQDEOHV DWWDFNHUV 
to identify weaknesses PRUH TXLFNO\ DQG HIȣFLHQWO\�

)RU H[DPSOH� FRPPHQWV IURP LQWHUYLHZHHV IRU WKLV UHSRUW LQFOXGHG�
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CYBER ATTACKERS GENERALLY FALL INTO TWO CATEGORIES:

WHO EXPLOIT INTRICATE
SYSTEM VULNERABILITIES

WHO PREY ON OBVIOUS WEAKNESSES
IN BASIC CYBERSECURITY PRACTICES

SOPHISTICATED OPERATORS 1 2OPPORTUNISTIC ATTACKERS

Globally, ransomware has caused widespread
disruption, a strong example of which is the
infamous WannaCry attack of 2017. This attack 
affected more than 250,000 computers across 
150 countries, exploiting a vulnerability in
Microsoft Windows. Victims included the UK’s 
NHS, FedEx, Renault, Deutsche Bahn, Telefonica, 
Hitachi, and even the Chinese Ministry of Public 
Security,  leading to cancelled medical
appointments, delayed shipments, and
operational disruptions. 

WannaCry’s method of attack involved
tricking users into opening malicious emails, 
which unleashed a self-replicating worm,
causing widespread disruption.

The attack held critical systems hostage for 
ransom, resulting in estimated damages of up
to $8 billion globally. More alarming, however,
were the implications—WannaCry exposed how
vulnerable essential institutions are to 
sophisticated cyberattacks.

Ultimately, the situation was mitigated by a
fortunate discovery. A 22-year-old British security 
UHVHDUFKHU� 0DUFXV +XWFKLQV� LGHQWLȣHG D NLOO VZLWFK 
embedded within the malware’s code.
By purchasing an unregistered domain linked to the 
virus’s control structure for just $10.69, Hutchins 
effectively halted.

The Postbank data breach in 2020 saw over
R56 million stolen due to compromised internal 
controls. Hackers gained access to the bank’s 
master key, which is used to encrypt transactions 
and generate account information. The master 
key was not properly secured, allowing fraudsters 
to use it to carry out fraudulent transactions,
particularly affecting social grant recipients.

7KLV EUHDFK KLJKOLJKWHG VLJQLȣFDQW ȤDZV LQ
Postbank’s cybersecurity, such as inadequate
cryptographic key management, poor internal 
monitoring, and a delayed response to the incident. 
As a result, Postbank was forced to replace millions 
of bank cards, costing the organisation
VLJQLȣFDQWO\ DQG GDPDJLQJ SXEOLF WUXVW�
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ACCIDENTAL INSIDER THREATS

3.13.1

These occur when individuals unintentionally expose vulnerabilities
due to a lack of awareness or knowledge.

For example, the Capital One data breach (2019) was caused by a
PLVFRQȣJXUHG ȣUHZDOO WKDW OHIW VHQVLWLYH GDWD DFFHVVLEOH WR KDFNHUV�
7KLV PLVFRQȣJXUDWLRQ ZDV TXLFNO\ H[SORLWHG E\ D F\EHUFULPLQDO� ZKR
DFFHVVHG SHUVRQDOO\ LGHQWLȣDEOH LQIRUPDWLRQ �3,,� SURYLGHG E\ &DSLWDO
2QH FXVWRPHUV� 3UHYHQWLQJ VXFK DFFLGHQWV UHTXLUHV FRQWLQXRXV VHFXULW\
WUDLQLQJ DQG WKH XVH RI DXWRPDWHG WRROV WR GHWHFW PLVFRQȣJXUDWLRQV�

In 2022, TransUnion, a major credit bureau operating in South
$IULFD� IDFHG D VLJQLżFDQW GDWD EUHDFK, marking one of the country’s
PRVW KLJK�SURȣOH F\EHUVHFXULW\ LQFLGHQWV� 7KH EUHDFK H[SRVHG SHUVRQDO

information of millions of South Africans, raising concerns about the
VHFXULW\ RI VHQVLWLYH ȣQDQFLDO DQG SHUVRQDO GDWD� 7KH LQFLGHQW ZDV D
result of both external hacking and internal vulnerabilities, with reports
indicating that employee-related errors played a key role in allowing
hackers to gain unauthorised access.

This breach underscores the dual nature of insider threats, which can
arise either through malicious intent or accidental actions by employees.
In this case, weaknesses in how employees managed or protected
critical information contributed to the vulnerability, which hackers
exploited to penetrate the system.

The TransUnion breach served as a stark reminder of the importance of
robust cybersecurity practices, particularly in organisations that handle
large volumes of sensitive data. It also emphasised the need for ongoing
employee training and awareness programs to ensure that staff are
HTXLSSHG WR KDQGOH GDWD VHFXUHO\ DQG DYRLG HUURUV WKDW FRXOG OHDG WR
breaches. This incident highlighted the intersection of human error and
cybersecurity risks, demonstrating the need for a holistic approach to
data protection.

)RU 6RXWK $IULFD� WKLV EUHDFK KDG ZLGH�UHDFKLQJ LPSOLFDWLRQV� LQȤXHQFLQJ
both regulatory scrutiny and public trust in how businesses manage
sensitive information.

NEGLIGENT INSIDER THREATS 

7KLV LQFLGHQW VHUYHV DV D FDXWLRQDU\ H[DPSOH RI KRZ IXQGDPHQWDO F\EHUVHFXULW\ IDLOXUHV FDQ OHDG WR PDMRU żQDQFLDO DQG UHSXWDWLRQDO GDPDJH�+RZHYHU� H[WHUQDO WKUHDWV DUH RQO\ 
SDUW RI WKH FKDOOHQJH� ,QVLGHU YWKUHDWV SRVH VLJQLżFDQW ULVNV WR RUJDQLVDWLRQV� 7KHUH DUH WKUHH NH\ W\SHV RI LQVLGHU WKUHDWV�

These occur when individuals knowingly disregard security protocols. 
A notable example is the )DFHERRN�&DPEULGJH $QDO\WLFD VFDQGDO, 
where employees failed to enforce data protection policies, allowing
unauthorised access to data. Even though cyber criminals did not
GLUHFWO\ H[SORLW WKLV VLWXDWLRQ� LW FDXVHG VLJQLȣFDQW GDPDJH WR )DFHERRNȂV
reputation, and Cambridge Analytica was dissolved as a company.
Organisations must enforce stricter policies and conduct real-time
monitoring to prevent negligence.

A notable South African example of a negligent insider threat
RFFXUUHG ZLWK /LEHUW\ +ROGLQJV� D PDMRU żQDQFLDO VHUYLFHV
company, in 2018.

In this incident, Liberty fell victim to a data breach caused by the failure
WR DGHTXDWHO\ SURWHFW LWV V\VWHPV IURP YXOQHUDELOLWLHV� GHVSLWH LQWHUQDO
knowledge of the risks. Although cybercriminals were involved in the 
attack, the breach was exacerbated by employee negligence, as internal 
staff did not adhere to or enforce the necessary security protocols that 
could have prevented the attack.

7KH EUHDFK H[SRVHG VHQVLWLYH SHUVRQDO DQG ȣQDQFLDO LQIRUPDWLRQ RI
FOLHQWV� FDXVLQJ VLJQLȣFDQW UHSXWDWLRQDO GDPDJH WR /LEHUW\� 7KH FRPSDQ\ 
faced public scrutiny for not safeguarding its customers’ data effectively, 
even though the

breach was not directly caused by malicious insiders.

This example highlights the risks of negligent insider threats, where
employees fail to follow or enforce security measures, leading to
vulnerabilities that can be exploited by external actors. As with the
Facebook-Cambridge Analytica scandal, the damage in this case was
reputational, with trust in Liberty eroded. It underscores the importance 
of enforcing stricter data protection policies and real-time monitoring to 
detect negligence before it results in a breach.
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MALICIOUS INSIDER THREATS:
7KHVH RFFXU ZKHQ LQGLYLGXDOV LQWHQWLRQDOO\ FDXVH KDUP� RIWHQ IRU ȣQDQFLDO JDLQ� 
LGHRORJLFDO UHDVRQV� RU SHUVRQDO JULHYDQFHV� The Edward Snowden leak (2013) 
LV D SULPH H[DPSOH� ZKHUH D FRQWUDFWRU IRU WKH 8QLWHG 6WDWHV 1DWLRQDO 6HFXULW\ 
$JHQF\ �16$� GHOLEHUDWHO\ OHDNHG FODVVLȣHG LQIRUPDWLRQ� 2UJDQLVDWLRQV FDQ
PLWLJDWH WKLV ULVN E\ LPSOHPHQWLQJ VWULQJHQW DFFHVV FRQWUROV� FRQGXFWLQJ
EDFNJURXQG FKHFNV� DQG FRQWLQXRXVO\ PRQLWRULQJ SULYLOHJHG DFFRXQWV�

7KH 6RXWK $IULFDQ 3RVW 2IżFH �6$32� ZDV LQYROYHG LQ D VLJQLżFDQW LQVLGHU
cybersecurity breach� ZKHUH D IRUPHU HPSOR\HH FROODERUDWHG ZLWK H[WHUQDO
F\EHUFULPLQDOV WR H[SORLW WKH RUJDQLVDWLRQȂV LQWHUQDO V\VWHPV� :LWK LQVLGHU
NQRZOHGJH RI 6$32ȂV LQIUDVWUXFWXUH� WKH H[�HPSOR\HH SOD\HG D SLYRWDO UROH
LQ E\SDVVLQJ VHFXULW\ PHDVXUHV� HQDEOLQJ XQDXWKRULVHG DFFHVV WR VHQVLWLYH
FXVWRPHU GDWD�

7KLV EUHDFK XQGHUVFRUHV WKH GDQJHUV RI LQVLGHU WKUHDWV� SDUWLFXODUO\ ZKHQ
HPSOR\HHV ZLWK GHWDLOHG V\VWHP NQRZOHGJH LQWHQWLRQDOO\ DEXVH WKHLU DFFHVV�
,Q WKLV FDVH� WKH LQVLGHUȂV DFWLRQV ZHUH FUXFLDO LQ XQGHUPLQLQJ 6$32ȂV VHFXULW\� 
GHPRQVWUDWLQJ WKDW HYHQ ZHOO�SURWHFWHG RUJDQLVDWLRQV DUH YXOQHUDEOH ZKHQ 
WUXVWHG LQGLYLGXDOV DFW PDOLFLRXVO\�

7KH LQFLGHQW KLJKOLJKWHG WKH LPSRUWDQFH RI VWULFW LQWHUQDO FRQWUROV� VXFKDV
UHJXODU PRQLWRULQJ RI HPSOR\HH DFFHVV WR VHQVLWLYH RU FRQȣGHQWLDO LQIRUPDWLRQ� 
FRQGXFWLQJ WKRURXJK EDFNJURXQG FKHFNV� DQG HQVXULQJ IRUPHU VWDII FDQQRW 
DFFHVV FULWLFDO V\VWHPV DIWHU OHDYLQJ WKH RUJDQLVDWLRQ� ,W DOVR UHLQIRUFHG WKH
QHFHVVLW\ RI FRQWLQXRXV DXGLWLQJ� FDUHIXO VHJUHJDWLRQ RI GXWLHV� DQG UREXVW
VHFXULW\ SURWRFROV WR GHWHFW DQG SUHYHQW LQVLGHU WKUHDWV� 

8OWLPDWHO\� WKH 6$32 EUHDFK UHYHDOHG WKDW LQVLGHU WKUHDWV� HVSHFLDOO\ ZKHQ
FRPELQHG ZLWK H[WHUQDO FULPLQDO QHWZRUNV� FDQ UHVXOW LQ VHYHUH ȣQDQFLDO DQG
UHSXWDWLRQDO GDPDJH� IXUWKHU XQGHUVFRULQJ WKH QHHG IRU VWURQJ F\EHUVHFXULW\
PHDVXUHV WKDW DGGUHVV ERWK H[WHUQDO DQG LQWHUQDO ULVNV�

,QWHUYLHZHHV FRQVLVWHQWO\ KLJKOLJKWHG WKH KXPDQ IDFWRU DV D 
VLJQLȣFDQW FKDOOHQJH DQG KLJKOLJKWHG WKH QHHG WR HPSRZHU 
SHRSOH WR XQGHUVWDQG WKHLU UROH LQ VHFXULW\� $V RQH
F\EHU�VHFXULW\ H[SHUW VDLG ZKHQ LQWHUYLHZHG�

 p+XPDQ HUURU DQG QHJOLJHQFH DUH PDMRU 
contributors. Common issues include 
SRRU FUHGHQWLDO PDQDJHPHQW� ODFN RI
F\EHUVHFXULW\DZDUHQHVV� DQG LQDGHTXDWH 
WUDLQLQJ�q

WKLOH WKHUH LV QR H[DFW SHUFHQWDJH WKDW SLQSRLQWV KXPDQ 
HUURU DV WKH SULPDU\ FDXVH RI F\EHUDWWDFNV� WKH IDFW UHPDLQV 
WKDW PDQ\ LQFLGHQWV VWHP IURP DFFLGHQWDO RU QHJOLJHQW 
DFWLRQV E\ XVHUV� ZKHWKHU WKH\ DUH LQWHUQDO RU H[WHUQDO WR 
WKH DIIHFWHG RUJDQLVDWLRQ� ,%0ȂV &RVW RI D 'DWD %UHDFK 
5HSRUW ���� VXJJHVWV WKDW ��� RI URRW FDXVHV RI GDWD 
EUHDFKHV DUH EHFDXVH RI KXPDQ HUURU� (YHQ ZHOOPHDQLQJ 
HPSOR\HHV FDQ IDOO SUH\ WR SKLVKLQJ VFKHPHV� ZKLFK DUH 
RIWHQ WKH VWDUWLQJ SRLQW IRU PRUH GHVWUXFWLYH DWWDFNV OLNH 
UDQVRPZDUH�

%\ WDNLQJ D SURDFWLYH DSSURDFK WR LQVLGHU WKUHDW
PDQDJHPHQW� RUJDQLVDWLRQV FDQ PLQLPLVH WKH ULVNV SRVHG 
E\ DFFLGHQWDO� QHJOLJHQW� DQG PDOLFLRXV LQVLGHUV� VHFXULQJ 
WKHLU RSHUDWLRQV DQG GDWD� �VHH VHFWLRQ ����

2UJDQLVDWLRQV PXVW DFFRXQW IRU ERWK
H[WHUQDO DQG LQVLGHU WKUHDWV� DV WKHVH 
ULVNV FDQ FRPELQH WR VHYHUHO\
FRPSURPLVH DQ RUJDQLVDWLRQoV VHFXULW\�



Ransomware is one of the most severe threats facing organisations 
today, and every organisation should expect repeated attempts at 
such attacks. Omdia’s Cybersecurity Breaches Tracker notes that in 
2023, 15% of all attacks were ransomware focused, and 2024 numbers 
are following a similar pattern7.
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Ransomware:  
A growing threat in 
the digital economy

According to Trend Micro’s mid-year cybersecurity threat report 2024, 
banking was the leading sector subjected to ransomware attacks, followed 
by technology and then government8.

$WWDFNHUV XVH UDQVRPZDUH WR HQFU\SW ȣOHV DQG GHPDQG D UDQVRP SD\PHQW 
for their release. Often, attackers employ “double extortion” tactics, 
threatening to publish stolen data if the ransom isn’t paid. This type of attack 
FDQ UHVXOWLQ RSHUDWLRQDO GLVUXSWLRQV� ȣQDQFLDO ORVVHV� DQG VHYHUH UHSXWDWLRQDO 
damage. According to Omdia’s Cybersecurity Decision Maker Survey 2024, 
41% of organisations globally have ransomware in their top three challenges 
facing the security function.

Each industry faces unique ransomware threats driven by its operational 
structure, the sensitivity of its data, and the complexity of its technology 
environment. According to Zscaler’s ThreatLabz 2024 Ransomware Report, 
industries such as manufacturing, healthcare, technology, education, and 
ȣQDQFLDO VHUYLFHV DUH DPRQJ WKH PRVW IUHTXHQWO\ WDUJHWHG E\ UDQVRPZDUH 
attacks.

7 Omdia Cybersecurity Breaches Tracker, 1Q24
8 Trendmicro.com
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Several notable ransomware attacks
have hit South Africa, Inlcuding

EVENT 

Johannesburg’s electricity provider suffered a ransomware attack that
prevented customers from purchasing prepaid electricity, impacting 
250,000 customers and delaying responses to power outages. The attack 
FDXVHG VLJQLȣFDQW RSHUDWLRQDO GLVUXSWLRQV DQG UDLVHG FRQFHUQV DERXW WKH 
vulnerability of utility providers to cyber threats.

YEAR
2019

EVENT 

The Shadow Kill Hackers targeted the city’s municipal government,
encrypting critical data and demanding a ransom. This attack led to a
shutdown of the city’s online services, affecting billing platforms for water, 
electricity, and property taxes
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EVENT 

One of South Africa’s largest private healthcare providers faced a 
ransomware attack that disrupted its IT systems, forcing 66 hospitals to 
revert to manual processes and impacting patient care. The attack affected 
service delivery and patient care, highlighting the potentially 
life-threatening consequences of ransomware attacks in healthcare.

YEAR
2020

EVENT 

The Akira ransomware group targeted the Development Bank of Southern 
Africa (DBSA), encrypting key servers and threatening to publish sensitive 
ȣQDQFLDO DQG SHUVRQDO GDWD� 7KLV DWWDFN LOOXVWUDWHV KRZ ȣQDQFLDO LQVWLWXWLRQV 
are increasingly at risk from sophisticated ransomware groups.

YEAR
2023

EVENT 

National Health Laboratory Service (NHLS) (2024): The NHLS, which
provides diagnostic services for 80% of South Africa’s population, was 
attacked by the Black Suit ransomware group. The attack disrupted the
processing of over 6.3 million bloodtests, delaying critical diagnoses for
diseases like HIV and tuberculosis. With system backups deleted, the
RUJDQLVDWLRQ IDFHG VLJQLȣFDQW FKDOOHQJHV LQ UHVWRULQJ RSHUDWLRQV�

YEAR
2024

Group
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“Ransomware attacks can potentially drive 
organisations out of business, so vendors and 
service providers should be highly motivated to 
take all necessary steps to minimise the effects 
of these attacks across their customer base”

Today, ransomware remains a growing and evolving threat, particularly 
with the rise of double extortion tactics that increase pressure on 
organisations to pay ransoms both to get their data unlocked and to 
prevent its sale on the dark web. Critical sectors like healthcare, utilities, 
and government are key targets, as attacks can disrupt essential services 
and expose sensitive data. 

Cybercriminals are increasingly utilising Ransomware-as-a-Service 
(RaaS) platforms, allowing less skilled attackers to launch sophisticated 
attacks by paying for ransomware kits (a component of
cybercrime-as-a-service). Trend Micro highlights that this 
democratisation of cybercrime is contributing to the sharp rise in 
ransomware incidents globally, making it crucial for organisations to 
bolster their defences.

The DarkSide RaaS group was behind the attack on Colonial Pipeline, 
ZKLFK OHG WR VLJQLȣFDQW IXHO VXSSO\ GLVUXSWLRQV DFURVV WKH (DVW &RDVW RI 
WKH 8�6� 7KH DWWDFNHUV XVHG WKH 5DD6 PRGHO WR LQȣOWUDWH WKH SLSHOLQHȂV 
QHWZRUN� HQFU\SWLQJ FULWLFDO ȣOHV� DQG GHPDQGLQJ D UDQVRP WR UHVWRUH 
access. This incident highlighted the dangerous implications of RaaS on 
critical infrastructure and prompted stronger cybersecurity measures in 
industries reliant on operational technology.

To combat this threat, businesses must implement strong IT and 
cybersecurity defences, including regular backups, multi-factor 
authentication, and continuous network monitoring. (see sections 
5.2-5.4) Research and interviews for this paper, commissioned by 
9RGDFRP %XVLQHVV DQG FRQGXFWHG E\ 2PGLD� FRQȣUP WKDW YHQGRUV DQG 
service providers recognise that there is no absolute protection against 
ransomware attacks, also acknowledged by Trend Micro in its 2024 
Cyber Risk Report9.

As a result, it is crucial for vendors and service providers to support their 
customer organisations to be fully prepared for such incidents and miti-
gate their impact to the greatest extentpossible.

Proactive measures are key to preventing the devastating impact 
ransomware can have on operations and public trust.

9  www.trendmicro.com/vinfo/za-en/security/news/cybecrime-and-di-
gital-threats/interceptingimpact- 2024-trend-micro-cyber-risk-report
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THE KEY MOTIVATIONS FOR THIS TYPE OF ATTACK ARE:

Supply chain attack

1
Espionage:

2
Strategic advantage: 

3 Intellectual property theft: 

4
Disruption: 

A supply chain attack exploits vulnerabilities in third-party 
YHQGRUV RU VHUYLFH SURYLGHUV WR LQżOWUDWH DQ RUJDQLVDWLRQoV 
network. Attackers leverage the trusted relationships
between companies and their suppliers, often inserting
malicious code or malware into software updates or tools 
used across the supply chain.

A good example of a supply chain attack was US software
FRPSDQ\ 6RODU:LQGV LQ ����� +DFNHUV LQȣOWUDWHG D WHFKQRORJ\ 
update from the company. This undetected update was then
distributed via SolarWinds to its customers, resulting in the
compromise of sensitive networks of thousands of clients, 
ncluding government agencies and Fortune 500 companies.

The motivation was espionage as the attack was linked to
Russia’s statesponsored group, Midnight Blizzard (also known as 
APT29, Cozy Bear, and Nobelium). The goal of the attack was 
long-term access to sensitive information, particularly within U.S. 
government agencies and major corporations.

*DLQLQJ DFFHVV WR FODVVLȣHG JRYHUQPHQW LQIRUPDWLRQ� 
defence strategies, and corporate data

Compromising key U.S. institutions, such as the Treasury 
and Homeland Security, for geopolitical leverage

Stealing corporate secrets for economic gain

Though not highly destructive, the breach strained U.S. 
cybersecurity efforts
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There are also examples of supply chain attacks in South Africa:

EVENT 

COUNTRY
South Africa

YEAR
2022

3.3

Imperial Logistics, a key player in South Africa’s supply chain and logistics
LQGXVWU\� VXIIHUHG D F\EHUDWWDFN LQ 0DUFK ����� ,PSHULDO FRQȣUPHG WKDW LW IDFHG
a data breach, which disrupted some of its operations. The attack highlighted 
the vulnerability of supply chain businesses, as even brief disruptions can affect 
a wide range of sectors that depend on smooth logistics and distribution.

The pharmaceutical industry has also been a target of supply chain attacks in
South Africa, especially during the COVID-19 pandemic, focusing on disrupting
GLVWULEXWLRQ FKDLQV RU VWHDOLQJ VHQVLWLYH PHGLFDO GDWD� :KLOH VSHFLȣF FRPSDQLHV
have not been publicly named, reports indicate that attacks on this sector
occurred due to its critical importance during the pandemic.

When a software vendor is compromised, a hacker will often be able to gain
indirect access to multiple organisations. One breach can affect several
companies, leading to data theft, operational disruption, and reputational 
damage. The NIST Cybersecurity Framework (CSF) core tenets of cybersecurity 
cover this issue (section 4.2), and it is important to have strong vendor risk
management and regularly audit and monitor third-party software.
(see sections 5.2 and 5.4).
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Distributed Denial of 
Service (DDoS) attack

  KEY STEPS IN A DDOS ATTACK ARE:

A DDoS attack is a coordinated cyberattack where multiple compromised
V\VWHPV �RIWHQ SDUW RI D ERWQHW� ȤRRG D WDUJHWǿVXFK DV D VHUYHU RU ZHE-
VLWHǿZLWK H[FHVVLYH WUDIȣF� 7KLV RYHUZKHOPLQJ WUDIȣF RYHUORDGV WKH V\VWHP� 
FDXVLQJ VHUYLFH GLVUXSWLRQV RU PDNLQJ LW HQWLUHO\ LQDFFHVVLEOH WR OHJLWLPDWH 
XVHUV� 7KH GLVWULEXWHG QDWXUH RI WKH DWWDFN� FRPLQJ IURP QXPHURXV VRXUFHV� 
PDNHV LW FKDOOHQJLQJ WR GHIHQG DJDLQVW DQG WUDFH�

Botnet control:
$WWDFNHUV FRPPDQG D QHWZRUN RI LQIHFWHG GHYLFHV �ERWQHW� WR JHQHUDWH WUDIȣF�

7UDIżF )ORRGLQJ�
7KH ERWQHW VHQGV ODUJH YROXPHV RI UHTXHVWV RU GDWD SDFNHWV WR RYHUZKHOP WKH WDUJHW

5HVRXUFH H[KDXVWLRQ�
7KH WDUJHWȂV LQIUDVWUXFWXUH LV RYHUORDGHG� H[KDXVWLQJ EDQGZLGWK� PHPRU\� RU SURFHVVLQJ SRZHU�

6HUYLFH GLVUXSWLRQ�
$V D UHVXOW� WKH WDUJHW EHFRPHV VORZ RU FRPSOHWHO\ XQDYDLODEOH WR OHJLWLPDWH XVHUV�

7KHVH DWWDFNV FDQ FDXVH UHYHQXH ORVVHV DQG
UHSXWDWLRQDO GDPDJH DQG KDYH GLUHFW żQDQFLDO 
FRVWV LQ WKH IRUP RI PLWLJDWLRQ� LQIUDVWUXFWXUH
XSJUDGHV� DQG VHFXULW\ LQYHVWPHQWV�
''R6 DWWDFNV UHPDLQ RQH RI WKH PRVW SUHYDOHQW DQG GHVWUXFWLYH PHWKRGV XVHG E\ F\EHUFULPLQDOV�
&ORXGȤDUH UHSRUWHG LQ LWV ���� *OREDO 6HFXULW\ %ULHI RQ KRZ LW XQFRYHUHG D VXVWDLQHG� KLJKO\�FRRUGLQDWHG 
FDPSDLJQ� SHDNLQJ DW DQ DVWRQLVKLQJ ��� PLOOLRQ UHTXHVWV SHU VHFRQG �USV�� 7KLV KLJKOLJKWV WKH HYROYLQJ 
VRSKLVWLFDWLRQ DQG VFDOH RI WKUHDW DFWRUVȂ WDFWLFV� XQGHUVFRULQJ WKH FULWLFDO QHHG IRU UREXVW GHIHQFH
PHFKDQLVPV�

7KH *LW+XE ''R6 DWWDFN LQ ���� ZDV KLW RQH RI WKH ODUJHVW ''R6 DWWDFNV HYHU� SHDNLQJ DW ���� 7ESV�
GLVUXSWLQJ VHUYLFHV IRU KRXUV EXW WKHUH ZDV QR GDWD EUHDFK� 7KH DWWDFN ZDV D GHPRQVWUDWLRQ RI SRZHU E\ 
WKH KDFNHU� WHVWLQJ WKH FDSDELOLWLHV RI ''R6 DPSOLȣFDWLRQ WHFKQLTXHV� 7KHVH DWWDFNV FDQ EH PLWLJDWHG E\ 
WUDIȣF ȣOWHULQJ� UDWH OLPLWLQJ� DQG ''R6 SURWHFWLRQV VHUYLFHV DQG IRUP SDUW RI HYDOXDWLQJ DQG SULRULWLVLQJ 
GDWD DQG V\VWHPV� �VHH VHFWLRQ ����

,Q ����� 2S,QGLD� DQ RSHUDWLRQ OHG E\ WKH KDFNWLYLVW JURXS $QRQ\PRXV� WDUJHWHG WKH ,QGLDQ
JRYHUQPHQW DQG ȣQDQFLDO ZHEVLWHV ZLWK ''R6 DWWDFNV�

7KH RSHUDWLRQ GLVUXSWHG FULWLFDO RQOLQH VHUYLFHV� LQFOXGLQJ JRYHUQPHQW DQG ȣQDQFLDO VHFWRUV� E\
RYHUZKHOPLQJ ZHEVLWHV ZLWK WUDIȣF� PDNLQJ WKHP LQDFFHVVLEOH WR WKH SXEOLF DQG VHYHUHO\ LPSDFWLQJ WKH 
RSHUDWLRQV RI WDUJHWHG HQWLWLHV� $QRQ\PRXV FODLPHG WKDW WKH DWWDFNV ZHUH DLPHG DW SURWHVWLQJ WKH ,QGLDQ 
JRYHUQPHQWȂV KDQGOLQJ RI VRFLDO LVVXHV� SDUWLFXODUO\ WKRVH UHODWHG WR FLYLO OLEHUWLHV� KXPDQ ULJKWV� DQG WKH 
SHUFHLYHG VXSSUHVVLRQ RI GLVVHQW�

7KH HYHQW LV D SURPLQHQW H[DPSOH RI KRZ KDFNWLYLVP LV XVHG DV D WRRO WR YRLFH SROLWLFDO GLVVHQW DQG
SURWHVW DJDLQVW JRYHUQPHQW DFWLRQV WKURXJK F\EHUDWWDFNV�

,W UHȤHFWV D EURDGHU WUHQG ZKHUH KDFNWLYLVW JURXSV OHYHUDJH WKHLU WHFKQRORJLFDO VNLOOV WR FDXVH GLVUXSWLRQ 
DQG SXVK IRU SROLWLFDO RU VRFLDO FKDQJH� WDUJHWLQJ JRYHUQPHQWV DQG FULWLFDO LQVWLWXWLRQV WR FKDOOHQJH
SROLFLHV WKH\ GLVDJUHH ZLWK�
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Phishing attack

  KEY ASPECTS INCLUDE:

CYBERSECURITY AS AN IMPERATIVE FOR GROWTH

A phishing attack is a form of social engineering where cybercriminals
impersonate legitimate entities to trick individuals into revealing sensitive
LQIRUPDWLRQ OLNH ORJLQ FUHGHQWLDOV RU żQDQFLDO GDWD� 7KHVH DWWDFNV W\SLFDOO\ 
appear through deceptive emails, messages, or websites. (for responses 
see section 5.1 on vulnerabilities and 5.2 on employee training)

.H\ SKLVKLQJ WDFWLFV LQFOXGH HPDLO VSRRȣQJ �IDNH HPDLOV UHVHPEOLQJ WUXVWHG
RUJDQLVDWLRQV�� PDOLFLRXV OLQNV�DWWDFKPHQWV GLUHFWLQJ XVHUV WR IUDXGXOHQW VLWHV RU 
LQVWDOOLQJ PDOZDUH� RU FUHGHQWLDO WKHIW ZKHUH VRPHRQH KDV JDLQHG DFFHVV WR
DFFRXQWV XVLQJ KDUYHVWHG SHUVRQDO GDWD� 7KLUG�SDUW\ DFFHVV DWWDFNV RFFXU ZKHQ
DWWDFNHUV H[SORLW YXOQHUDELOLWLHV LQ H[WHUQDO SDUWQHUV� YHQGRUV� RU VHUYLFH SURYLGHUV
WR DFFHVV DQ RUJDQLVDWLRQȂV V\VWHPV �VHH VXSSO\ FKDLQ DWWDFN� VHFWLRQ �����

Supply chain weaknesses:
&RPSURPLVLQJ YHQGRUV WR EUHDFK V\VWHPV�

Week security practices:
([SORLWLQJ LQDGHTXDWH F\EHUVHFXULW\ DPRQJ SDUWQHUV�

Data theft:
6WHDOLQJ VHQVLWLYH LQIRUPDWLRQ RU GHSOR\LQJ PDOZDUH�

PHISHING AND THIRD-PARTY ACCESS

,Q ����� KDFNHUV XVHG SKLVKLQJ WR VWHDO ORJLQ FUHGHQWLDOV IURP D +HDWLQJ� 9HQWLODWLRQ DQG
$LUFRQGLWLRQLQJ �+9$&� YHQGRU� JDLQLQJ DFFHVV WR 7DUJHWȂV QHWZRUN DQG VWHDOLQJ FUHGLW FDUG GDWD 
IURP RYHU �� PLOOLRQ FXVWRPHUV� 7KH KDFNHUV ZHUH DEOH WR SURȣW WKURXJK WKH FROOHFWLRQ DQG VDOH 
RI ODUJH YROXPHV RI VWROHQ FUHGLW FDUG GDWD� $WWDFNHUV WDUJHWHG D WKLUG�SDUW\ YHQGRU ZLWK ZHDN 
VHFXULW\ SURWRFROV� LQȣOWUDWLQJ 7DUJHWȂV SD\PHQW V\VWHPV� 7KH UHWDLO FKDLQ LQFXUUHG VLJQLȣFDQW 
ȣQDQFLDO ORVVHV� LQFOXGLQJ ��� PLOOLRQ LQ VHWWOHPHQWV� UHSXWDWLRQDO GDPDJH� DQG KDG WR LPSURYH 
F\EHUVHFXULW\ VLJQLȣFDQWO\� 7KH &(2 UHVLJQHG�

7KH 7DNHDORW SKLVKLQJ HPDLO VFDP KDV EHHQ D QRWDEOH LVVXH� SDUWLFXODUO\
DV RQOLQH VKRSSLQJ LQFUHDVHV LQ SRSXODULW\ LQ 6RXWK $IULFD� 7KHVH
SKLVKLQJ HPDLOV SXUSRUW WR EH IURP 7DNHDORW� 6RXWK $IULFDȂV ODUJHVW
RQOLQH UHWDLOHU� DQG RIWHQ FODLP WKDW XVHUV KDYH ZRQ JLIW YRXFKHUV RU
QHHG WR XSGDWH WKHLU SD\PHQW GHWDLOV� 7KH JRDO LV WR WULFN XVHUV LQWR
SURYLGLQJ VHQVLWLYH LQIRUPDWLRQ� VXFK DV ORJLQ FUHGHQWLDOV RU SD\PHQW
GHWDLOV� E\ UHGLUHFWLQJ WKHP WR IUDXGXOHQW ZHEVLWHV WKDW FORVHO\
UHVHPEOH 7DNHDORWȂV OHJLWLPDWH SODWIRUP�

7KLV W\SH RI VFDP KDV EHHQ HVSHFLDOO\ SUHYDOHQW DURXQG EXV\ VKRSSLQJ VHDVRQV� VXFK DV %ODFN 
)ULGD\ DQG &\EHU 0RQGD\� ZKHQ FRQVXPHUV DUH PRUH OLNHO\ WR UHFHLYH JHQXLQH FRPPXQLFDWLRQV 
IURP UHWDLOHUV� 7DNHDORW KDV ZDUQHG FXVWRPHUV WR EH YLJLODQW DERXW VXFK VFDPV� DGYLVLQJ WKHP 
QRW WR FOLFN RQ VXVSLFLRXV OLQNV DQG WR DOZD\V YHULI\ FRPPXQLFDWLRQV GLUHFWO\ RQ WKHLU ZHEVLWH�

2QH LQWHUYLHZHH IRU WKLV UHSRUW FRPPHQWHG WKDW “online shopping has increased
GUDPDWLFDOO\ RYHU WKH SDVW ��� \HDUV LQ 6RXWK $IULFD� IUHTXHQWO\ ZLWKRXW VXIżFLHQW
cybersecurity support for many users of these services.”

7KHVH WKUHDWV XQGHUVFRUH WKH QHHG IRU VWURQJ F\EHUVHFXULW\ WUDLQLQJ� PXOWL�IDFWRU
DXWKHQWLFDWLRQ� DQG YHQGRU ULVN PDQDJHPHQW� �VHH VHFWLRQ ����



  For more insights into this type of attack please refer to 
Critical Infrastructure Protection (CIP)� 'HȣQHG $QG ([SODLQHG� 

3.6

Critical National 
Infrastructure (CNI) attack

  KEY IMPACTS ARE AS FOLLOWS:

28CYB(5S(C85ITY $6 $1 ,03(5$TI9( FO5 *5OWTH

$ &1, DWWDFN WDUJHWV HVVHQWLDO V\VWHPV �GHżQHG E\ JRYHUQPHQWV� VXFK DV
HQHUJ\� WUDQVSRUWDWLRQ� KHDOWKFDUH� DQG żQDQFH� 7KH JRDO LV WR GLVUXSW YLWDO
VHUYLFHV� OHDGLQJ WR VLJQLżFDQW HFRQRPLF GDPDJH� FRPSURPLVLQJ QDWLRQDO
VHFXULW\� DQG SXWWLQJ SXEOLF VDIHW\ DW ULVN�

6HUYLFH GLVUXSWLRQ�
+DOWV RSHUDWLRQV LQ HVVHQWLDO VHFWRUV OLNH SRZHU JULGV RU ZDWHU VXSSO\� OHDGLQJ WR ZLGHVSUHDG RXWDJHV�

(FRQRPLF ORVVHV�
,QWHUUXSWLRQV LQ LQIUDVWUXFWXUH OHDG WR ȣQDQFLDO ORVV DQG KDOWHG EXVLQHVVRSHUDWLRQV�

1DWLRQDO VHFXULW\ ULVN�
$WWDFNV RQ GHIHQFH RU JRYHUQPHQW V\VWHPV FDQ ZHDNHQ VHFXULW\ DQG H[SRVH VHQVLWLYH GDWD�

3XEOLF VDIHW\�
$'LVUXSWLRQV LQ KHDOWKFDUH RU HPHUJHQF\ VHUYLFHV FDQ HQGDQJHU OLYHV�

'HFHPEHU ����� D VRSKLVWLFDWHG F\EHUDWWDFN
WDUJHWHG 8NUDLQHoV SRZHU JULG� OHDYLQJ �������
SHRSOH ZLWKRXW HOHFWULFLW\�

$WWDFNHUV IURP WKH 6DQGZRUP JURXS XVHG PDOZDUH WR JDLQ FRQWURO RYHU WKH 6&$'$ V\VWHPV 
PDQDJLQJ WKH JULG� 7KH KDFNHUV ZHUH OLNHO\ WR KDYH EHHQ VWDWH�VSRQVRUHG E\ 5XVVLD� WKH JRDO 
EHLQJ WR GHVWDELOLVH 8NUDLQHȂV LQIUDVWUXFWXUH DPLGVW SROLWLFDO WHQVLRQV� 7KLV ZDV WKH ȣUVW
FRQȣUPHG F\EHUDWWDFN WR FDXVH D SRZHU EODFNRXW� KLJKOLJKWLQJ WKH YXOQHUDELOLW\ RI FULWLFDO
LQIUDVWUXFWXUH JOREDOO\�

,Q -XO\ ����� 7UDQVQHW� 6RXWK $IULFDȂV VWDWH�RZQHG HQWLW\ UHVSRQVLEOH IRU IUHLJKW� UDLO� DQG SRUW
PDQDJHPHQW� ZDV KLW E\ D PDMRU F\EHUDWWDFN �VHH VHFWLRQ ����� 7KH LQFLGHQW ZDV VR VHYHUH WKDW
7UDQVQHW ZDV IRUFHG WR GHFODUH D IRUFH PDMHXUH DW VHYHUDO SRUWV� PHDQLQJ WKH\ FRXOG QRW IXOȣO 
WKHLU FRQWUDFWXDO REOLJDWLRQV GXH WR FLUFXPVWDQFHV EH\RQG WKHLU FRQWURO� 7KLV GHFODUDWLRQ
HIIHFWLYHO\ SDXVHG WKH RSHUDWLRQV RI YLWDO VKLSSLQJ URXWHV DQG LPSDFWHG JOREDO WUDGH IRU VHYHUDO 
GD\V� HVSHFLDOO\ DV FDUJR PRYHPHQWV ZHUH KDOWHG�

7KH 7UDQVQHW F\EHUDWWDFN KLJKOLJKWHG 6RXWK $IULFDȂV YXOQHUDELOLW\ LQ SURWHFWLQJ LWV FULWLFDO
WUDQVSRUWDWLRQ LQIUDVWUXFWXUH IURP F\EHU WKUHDWV� 7KH ORJLVWLFV DQG VXSSO\ FKDLQ GLVUXSWLRQ QRW 
RQO\ DIIHFWHG WKH FRXQWU\ȂV HFRQRP\ EXW DOVR XQGHUVFRUHG WKH ULVNV WKDW F\EHUDWWDFNV SRVH WR 
QDWLRQDO DQG LQWHUQDWLRQDO WUDGH�

7KH DWWDFN ZDV SDUW RI D EURDGHU ZDYH RI UDQVRPZDUH LQFLGHQWV WDUJHWLQJ FULWLFDO LQIUDVWUXFWXUH
JOREDOO\� XQGHUOLQLQJ WKH QHHG IRU HQKDQFHG F\EHUVHFXULW\ PHDVXUHV DFURVV YLWDO VHFWRUV VXFK 
DV WUDQVSRUWDWLRQ� ORJLVWLFV� DQG HQHUJ\�

*RYHUQPHQWV DQG RWKHU RUJDQLVDWLRQV FRPEDW WKHVH ULVNV ZLWK VWURQJ F\EHUVHFXULW\ PHDVXUHV�
UHGXQGDQF\ SODQV� DQG FROODERUDWLRQ ZLWK DJHQFLHV OLNH &,6$ �&\EHUVHFXULW\ DQG ,QIUDVWUXFWXUH
6HFXULW\ $JHQF\� LQ WKH 86�
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As technology continues to evolve, so do the tactics of cybercriminals. The rise of next-generation 
cybersecurity threats introduces more complex challenges that require advanced defence strategies. 

ARTIFICIAL INTELLIGENCE-POWERED ATTACKS

Next-generation threats:
Navigating the future of digital defence

From AI-powered attacks to quantum computing exploits, the digital landscape is becoming increasingly treacherous. These 
emerging threats target critical infrastructure, leverage 5G networks, and exploit the vulnerabilities of autonomous systems, 
PDNLQJ WUDGLWLRQDO VHFXULW\ PHDVXUHV LQVXIȣFLHQW� 7R VWD\ DKHDG� RUJDQLVDWLRQV PXVW DGRSW IRUZDUG�ORRNLQJ VWUDWHJLHV DQG
LQQRYDWLYH VROXWLRQV WR PLWLJDWH WKHVH HYROYLQJ ULVNV� 8QGHUVWDQGLQJ WKHVH QH[W�JHQ WKUHDWV LV WKH ȣUVW VWHS LQ IRUWLI\LQJ \RXU
digital defences for the future. These next-generation cybersecurity threats are expected to shape the future landscape.

Cybercriminals are increasingly exploring and testing AI, including 
large language models (LLMs), to enhance their attack strategies 
and circumvent security measures, as noted here by Microsoft. 
Organisations must focus on strengthening security controls and 
deploying advanced monitoring systems that proactively detect 
and prevent AI-enhanced threats. Staying ahead of these tactics 
requires ongoing investment in AI-driven cybersecurity solutions 
and threat intelligence.

 Attackers use AI to enhance and automate cyberattacks, making 
phishing, malware, and other tactics more sophisticated and 
harder to detect. AIdriven attacks can quickly adapt to defensive 
measures, resulting in faster,

more widespread breaches that can bypass traditional
cybersecurity defences. Organisations employ AI-driven security 
tools that can detect and respond to anomalies in real-time.

Voice mimicry using AI-powered tools has become a
sophisticated method of cybercrime. A notable case occurred 
when criminals used voice-generating AI to imitate the voice of 
the CEO of a UK-based energy company. The AI replicated the 
CEO’s voice pattern, tone, and accent convincingly enough to
GHFHLYH WKH FRPSDQ\ȂV ȣQDQFH WHDP LQWR WKLQNLQJ WKH\ ZHUH 
speaking with the actual CEO.

The fraudsters used this imitation to request an urgent wire
transfer, presenting the situation as a business emergency.
Believing the request
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QUANTUM COMPUTING THREATS

3.7

ZDV JHQXLQH� WKH ȣQDQFH GHSDUWPHQW WUDQVIHUUHG KXQGUHGV RI
WKRXVDQGV RI GROODUV WR WKH IUDXGXOHQW DFFRXQW SURYLGHG E\ WKH
FULPLQDOV� 7KLV VFDP KLJKOLJKWV WKH GDQJHUV RI $,�EDVHG GHHSIDNHV
LQ WKH UHDOP RI VRFLDO HQJLQHHULQJ DWWDFNV� ZKHUH FRQYLQFLQJ GLJLWDO 
IRUJHULHV FDQ EH XVHG WR PDQLSXODWH LQGLYLGXDOV RU V\VWHPV LQWR 
PDNLQJ FRVWO\ PLVWDNHV�

5HFRJQLVHG JOREDOO\� WKLV FDVH VHUYHV DV D ZDUQLQJ IRU RUJDQLVDWLRQV
WR LPSOHPHQW PXOWL�IDFWRU DXWKHQWLFDWLRQ DQG UREXVW YHULȣFDWLRQ
SURWRFROV IRU ȣQDQFLDO WUDQVDFWLRQV� SDUWLFXODUO\ ZKHQ VXFK UHTXHVWV 
DSSHDU XUJHQW RU RXW RI WKH RUGLQDU\� ,W DOVR GHPRQVWUDWHV WKH
HPHUJLQJ ULVNV DVVRFLDWHG ZLWK $, WHFKQRORJ\� DV LWV PLVXVH FDQ OHDG
WR VRSKLVWLFDWHG DQG FRQYLQFLQJ LPSHUVRQDWLRQ� SRWHQWLDOO\ FDXVLQJ
 VLJQLȣFDQW ȣQDQFLDO DQG UHSXWDWLRQDO GDPDJH�

$V WKHVH GHYHORSPHQWV SURJUHVV� 6RXWK $IULFDQ RUJDQLVDWLRQV 
VKRXOG FRQVLGHU TXDQWXP�UHDGLQHVV VWUDWHJLHV� ZKLFK LQFOXGH
FRQGXFWLQJ ULVN DVVHVVPHQWV� XSGDWLQJ WKHLU FU\SWRJUDSKLF
LQIUDVWUXFWXUH� DQG SUHSDULQJ IRU SRVW�TXDQWXP FU\SWRJUDSKLF
VWDQGDUGV WR HQVXUH ORQJ�WHUP GDWD VHFXULW\�

4XDQWXP FRPSXWHUV FRXOG EUHDN HQFU\SWLRQ DOJRULWKPV FXUUHQWO\
SURWHFWLQJ VHQVLWLYH GDWD� H[SRVLQJ RUJDQLVDWLRQV WR GDWD EUHDFKHV� 
&XUUHQW HQFU\SWLRQ PHWKRGV OLNH 56$ �5LYHW�6KDPLU�$GOHPDQ� RU 
(&& �(OOLSWLF &XUYH &U\SWRJUDSK\� FRXOG EHFRPH REVROHWH�
DOORZLQJ DWWDFNHUV WR GHFU\SW VHQVLWLYH FRPPXQLFDWLRQV DQG VWHDO 
FRQȣGHQWLDO GDWD� 2UJDQLVDWLRQV QHHG WR PRQLWRU DGYDQFHV LQ 
SRVW�TXDQWXP FU\SWRJUDSK\ WR SUHSDUH IRU IXWXUH TXDQWXP
FKDOOHQJHV�

,Q 6RXWK $IULFD� WKHUH LV LQFUHDVLQJ DZDUHQHVV RI WKHVH SRWHQWLDO 
YXOQHUDELOLWLHV� 2UJDQLVDWLRQV RSHUDWLQJ LQ FULWLFDO VHFWRUV VXFK DV 
EDQNLQJ� HQHUJ\� DQG WHOHFRPPXQLFDWLRQV DUH VWDUWLQJ WR H[SORUH 
TXDQWXPUHVLVWDQW FU\SWRJUDSK\ WR VDIHJXDUG DJDLQVW IXWXUH 
WKUHDWV� $GGLWLRQDOO\� WKH UDSLG GLJLWDO WUDQVIRUPDWLRQ DFURVV
LQGXVWULHV OLNH ȣQDQFH DQG WHOHFRPPXQLFDWLRQV UHTXLUHV
EXVLQHVVHV WR UHPDLQ DOHUW WR DGYDQFHV LQ TXDQWXP FRPSXWLQJ 
WHFKQRORJ\ DQG WR LPSOHPHQW SURDFWLYH PHDVXUHV� VXFK DV
TXDQWXP�VDIH HQFU\SWLRQ� WR SURWHFW VHQVLWLYH GDWD�

DEEPFAKE-BASED SOCIAL ENGINEERING

'HHSIDNHV� LQFOXGLQJ XVLQJ $, WR PLPLF D SHUVRQȂV YRLFH
�VHH DERYH� DUWLȣFLDO LQWHOOLJHQFH�SRZHUHG DWWDFNV�� FDQ EH XVHG 
WR LPSHUVRQDWH KLJKSURȣOH LQGLYLGXDOV� WULFNLQJ YLFWLPV LQWR 
SURYLGLQJ VHQVLWLYH LQIRUPDWLRQ RU DXWKRULVLQJ IUDXGXOHQW 
WUDQVDFWLRQV� 'HHSIDNH DWWDFNV FDQ OHDG WR VLJQLȣFDQW ȣQDQFLDO 
ORVVHV� GDWD EUHDFKHV� DQG UHSXWDWLRQDO GDPDJH GXH WR IUDXGXOHQW 
DFWLYLWLHV� 7KHVH FDQ EH GHIHQGHG DJDLQVW XVLQJ YHULȣFDWLRQ 
PHWKRGV OLNH PXOWL�IDFWRU DXWKHQWLFDWLRQ IRU VHQVLWLYH WUDQVDFWLRQV 
DQG HGXFDWLQJ HPSOR\HHV WR UHFRJQLVH SRWHQWLDO GHHSIDNH FRQWHQW 
DQG DGRSW FDXWLRXV EHKDYLRXU LQ GLJLWDO FRPPXQLFDWLRQV�
�VHH VHFWLRQ ����

7KHUH KDV EHHQ D GUDPDWLF LQFUHDVH LQ GHHSIDNH IUDXG UHSRUWHG LQ 
���� DQG ����� There has been a 1,200% surge in such cases 
across South Africa� ZLWK FULPLQDOV XVLQJ $,�JHQHUDWHG YRLFHV DQG 
YLGHRV WR LPSHUVRQDWH KLJK�SURȣOH LQGLYLGXDOV� 7KLV WHFKQRORJ\ LV 
EHFRPLQJ D VLJQLȣFDQW WKUHDW� HVSHFLDOO\ LQ WKH ȣQDQFLDO VHFWRU� 
ZKHUH LW KDV EHHQ XVHG WR GHFHLYH SHRSOH LQWR DXWKRULVLQJ 
IUDXGXOHQW WUDQVDFWLRQV E\ PLPLFNLQJ WKH YRLFHV RI H[HFXWLYHV RU 
WUXVWHG DVVRFLDWHV�

7R GHIHQG DJDLQVW VXFK DWWDFNV� YHULȣFDWLRQ PHWKRGV VKRXOG EH 
GHSOR\HG VXFK DV PXOWL�IDFWRU DXWKHQWLFDWLRQ �0)$� IRU VHQVLWLYH 
WUDQVDFWLRQV� DV ZHOO DV HGXFDWLQJ HPSOR\HHV WR EH YLJLODQW DQG 
UHFRJQLVH WKH SRWHQWLDO GDQJHUV RI GHHSIDNH FRQWHQW�
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LEVERAGING 5G NETWORKS
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These emerging threats increase the risk of data breaches,
operational disruptions, and physical harm. To mitigate risks, 
organisations must adopt advanced tools such as AI-driven 
defences, quantum-resistant encryption, and proactive models. 
Ensuring continuous monitoring, robust backups, and
collaboration on infrastructure protection is essential for
staying ahead of evolving cyber risks. This forward-looking
approach is key to maintaining resilience in the face of
sophisticated cyber threats.

These proactive approaches, along with continuous monitoring, 
can help maintain control over essential autonomous technol-
ogies and prevent potential breaches or operational failures.

The rollout of 5G expands the attack surface, especially with 
the use IoT devices, potentially allowing attackers to exploit 
weak security in connected systems. Attacks on 5G networks 
can lead to widespread breaches, data theft, and service
disruptions, particularly for IoT devices. There is a need for
endpoint security where security for all devices connected to 
the 5G network are strengthened and specialised IoT security 
measures are implemented.

Autonomous systems, such as drones and 
selfdriving cars, are vulnerable to exploits targeting 
their AI, leading to potential control and safety risks. 
Exploits in autonomous systems can result in
physical harm, operational disruptions, and
compromised control over essential technologies. 
To mitigate these risks, South African businesses are 
encouraged to deploy advanced cybersecurity
measures, including drone detection systems and 
isolating critical networks from less secure external 
connections (see section 5.6). This is crucial in 
industries like mining and energy, where drones are 
ZLGHO\ XVHG� EXW FRXOG DOVR SRVH VLJQLȣFDQW WKUHDWV
if compromised. These proactive approaches, along 
with continuous monitoring, can help maintain
control over essential autonomous technologies 
and prevent potential breaches or operational
failures.

In South Africa, the growing use of drones in various 
sectors has also increased the risks associated with 
autonomous systems. For instance, drones are being 
widely adopted for security, surveillance, and even 
by state-owned enterprises like Transnet and PRASA 
to protect critical infrastructure. However, attackers 
can potentially take control of drones or use them 
to create fake Wi-Fi hotspots to access sensitive
corporate networks, conduct surveillance, or disrupt 
operations. Other vulnerabilities could allow
malicious actors to intercept sensitive data or cause 
SK\VLFDO KDUP E\ PDQLSXODWLQJ WKH ȤLJKW SDWK RI 
drones used for security.
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Understanding what
cybersecurity affects

04
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The scope of 
cybersecurity in 
an organisation 
and beyond

10 Omdia Cybersecurity Decision Maker Survey 2024, n=964

In most companies, cybersecurity is far from a single
discipline and although almost everyone who thinks
about it knows it is important, there are common issues 
that undermine its successful implementation. Those
LQWHUYLHZHG IRU WKLV SDSHU LGHQWLżHG VWDII VKRUWDJHV� 
support for new digital projects (e.g. cloud migration), and 
insider threats as key issues.

This is backed up by Omdia’s Cybersecurity Decision Maker survey, which
highlighted the workforce shortage, digital transformation projects,
employee training, and budget top amongst the challenges faced10.
As one regional company executive noted: “Global salary competition
is a challenge for attracting and retaining talent in Africa, as workers
may earn higher salaries in other regions while living in Africa.”

The graphic overleaf illustrates the vast scope and complexity of the
cybersecurity technology landscape. Vendors and service providers
frequently deliver comprehensive technology and services focusing
on one or a few of the capabilities below.
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DEFENCE-IN DEPTH
We bring consolidated vidibility and 
integration of disparate services 



Cybercriminals only need to exploit a single 
vulnerability to breach an organisation’s defences, 
hence the need for “defence in depth” – multiple 
layers of cybersecurity technology, alongside people 
and process, to protect and defend the organisation. 
As this complexity continues to grow, more vendors 
of cybersecurity technology will partner with service 
providers to support the “defence in depth” approach11.  
Canalys reports that today, 90% of cybersecurity 
spending is sold through and with partners. 
Furthermore, Canalys expects that this number is higher 
in Africa, because of lack of in-country local resource 
from the vendor. 

As seen in 3.3 above, it’s critical that cybersecurity 
measures extend beyond internal operations to 
encompass the entire supply chain. Ensuring third-
party partners adhere to the same rigorous legal and 
security standards is not just a best practice—it’s 
essential for safeguarding the integrity of the entire 
ecosystem. One executive in a major regional company 
emphasised this point: “A major challenge for us is 
managing security risks associated with third-
party vendors. Breaches in third-party systems 
often have a cascading effect, impacting our own 
security. We have initiated programs to educate 
and work closely with third parties to improve 
their security measures.”
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11 Canalys research notes that 81% of cybersecurity channel partners 
expect growth in cybersecurity business in 2024, compared to 2023, 
Sep 2024, n=246
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The core tenets
of cybersecurity
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CYBERSECURITY
FRAMEWORK

Source : https://www.nist.gov/cyberframework

The global rise in cyber threats has elevated
the need for structured and proactive
cybersecurity approaches, and the likes of
the NIST (National Institute of Standards and
Technology) Cybersecurity Framework (CSF)
have emerged as guiding tools.

Originating in the USA, this framework has 
gained worldwide adoption, including in
South Africa, due to its comprehensive
approach to security governance. One
interviewee commented that
“the NIST CSF is the de facto
standard – everyone is using it”.

7KH 1,67 &6) UHYROYHV DURXQG ȣYH NH\
functions— identify, protect, detect,
respond, and recover—offering a roadmap 
for organisations to navigate the complexities 
of cybersecurity. It helps organisations not 
only identify potential threats but also
implement robust mechanisms to protect 
their systems, detect intrusions, respond
effectively to incidents, and recover swiftly 
from attacks.

Similarly, ISO 27001, the international
standard for information security and privacy 
protection, is widely adopted. 

Vendors, their partners, and service providers 
are wellversed in various frameworks and 
assist customer organisations in adopting 
cybersecurity technologies and services 
aligned with these frameworks.

By integrating elements from these
IUDPHZRUNV� RUJDQLVDWLRQV FDQ VLJQLȣFDQWO\ 
enhance their security posture and adopt a 
comprehensive approach to risk
management. This also results in them being 
better equipped to embed cybersecurity into 
their culture and day-to-day practices. This 
holistic approach strengthens trust with 
stakeholders, ensures regulatory
compliance, and provides a competitive
advantage in the increasingly digital global 
marketplace.



HOW ORGANISATIONS CAN START USING THE NIST CYBERSECURITY FRAMEWORK 
The NIST CSF provides a structured approach for organisations to enhance their cybersecurity 
posture. To begin using this framework, organisations can follow these steps:
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Understand the 
framework

Familiarise the team with 
WKH 1,67 &6)ȂV ȣYH FRUH 
functions and the
categories and
subcategories under each 
function. This helps
organisations map out the 
necessary steps for creating 
a comprehensive
cybersecurity strategy.

Conduct a current
state assessment

Evaluate your organisation's 
existing cybersecurity
capabilities. This can be 
done by mapping current 
practices to the NIST
functions and identifying 
gaps.

Prioritise actions 
based on risk

2QFH JDSV DUH LGHQWLȣHG� 
rank them by the level of 
risk they pose to the 
organisation. The NIST CSF 
encourages organisations to 
assess and prioritise their 
risks to focus on the most 
FULWLFDO DUHDV ȣUVW��

Develop a target 
SURżOH

'HȣQH ZKHUH \RXU
organisation wants to be in 
terms of cybersecurity. This 
WDUJHW SURȣOH ZLOO DFW DV WKH 
roadmap for improvements 
over time.

Implement
action plans

Develop a detailed action 
plan to address the 
LGHQWLȣHG JDSV DQG DOLJQ 
ZLWK WKH WDUJHW SURȣOH�
This includes deploying
technologies, updating
policies, and training
employees.

Ongoing monitoring 
and improvement

Cybersecurity is not a one-time
effort. Organisations need to
continually monitor their
systems, reassess risks, and 
update their security measures 
WR UHȤHFW WKH HYROYLQJ WKUHDW 
landscape.



For businesses with limited cybersecurity expertise or resources, implementing the NIST CSF can be 
more challenging . Resource constraints mean that certain categories of organisation like small and 
mediumsized businesses (SMBs) may lack the budget for dedicated cybersecurity staff, technology, or 
external consultants . One interviewee for this report commented that “when it comes to
cybersecurity, the SMB sector has fewer resources, minimal budgets, putting them at
greater risk”. 

One company’s cybersecurity executive, who deals with organisations of this type noted: “Small
businesses often struggle with cybersecurity due to limited resources and knowledge. They 
might have one IT person juggling multiple roles. Large customers typically conduct detailed 
VHFXULW\ DVVHVVPHQWV DQG UHTXHVW FHUWLżFDWLRQV OLNH ,62� 6PDOOHU FXVWRPHUV UDUHO\ DVN
cybersecurity questions, focusing more on cost and contracts.”

Those lacking resources may need to start with the most critical functions, such as Identify (knowing 
WKHLU DVVHWV DQG ULVNV� DQG 3URWHFW �LPSOHPHQWLQJ EDVLF GHIHQFHV OLNH ȣUHZDOOV� DQWLYLUXV VRIWZDUH� DQG 
encryption). The key differences for this category of organisations are:

CHALLENGES F2R 2RGANISAT,2NS WITH LIMITED 
CYBERSECURITY EXPERTISE 2R RES2URCES

•

•

•
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6LPSOLżHG LPSOHPHQWDWLRQ�
SMBs can focus on the most relevant and feasible parts of the framework. For instance, they can start 
ZLWK VLPSOLȣHG YHUVLRQV RI WKH 1,67 UHFRPPHQGDWLRQV� VXFK DV HQVXULQJ SURSHU DFFHVV FRQWURO DQG 
endpoint protection, without fully adopting every part of the framework.

Use of managed services:
2UJDQLVDWLRQV ZLWK OLPLWHG H[SHUWLVH PD\ EHQHȣW IURP RXWVRXUFLQJ
cybersecurity functions to Managed Security Service Providers (MSSPs) who can handle
monitoring, threat detection, and incident response on their behalf, supporting industry standards
like the NIST CSF.

Gradual adoption:
Businesses with fewer resources can adopt the NIST framework incrementally.
They can focus on implementing basic cybersecurity hygiene, such as regular software updates,
secure password policies, and employee training, and gradually build up to more advanced
protections like automated monitoring and incident response.

In summary, while large organisations may have the resources to adopt the NIST CSF
FRPSUHKHQVLYHO\� VPDOOHU EXVLQHVVHV FDQ VWLOO EHQHȣW E\ IRFXVLQJ RQ HVVHQWLDO SUDFWLFHV DQG JUDGXDOO\
expanding their cybersecurity capabilities. Outsourcing and prioritising critical areas help ensure
security measures are manageable and effective. (see section 5.7 on not going it alone).



DISCOVERY

Securing digital healthcare platforms
Discovery, one of South Africa’s largest health insurance 
companies, has embraced digital innovation through 
its Vitality program and various digital healthcare 
platforms. Recognising the sensitive nature of healthcare 
data, Discovery has embedded robust cybersecurity 
measures to safeguard personal and health-related 
information. Through initiatives such as encryption, 
secure authentication, and continuous monitoring of 
cyber threats, Discovery ensures that its innovative 
digital health offerings are resilient to potential breaches.

By prioritising cybersecurity in the development of 
these platforms, Discovery has been able to innovate 

that maintain customer trust.
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Cybersecurity as the 
backbone of resilient 
digital tenets
The relationship between cybersecurity, resilience, and digital
innovation is vital for organisations looking to thrive in today’s
digital economy. As one cybersecurity expert interviewed said: 
“Developers are often pressured to prioritise speed over 
secure coding practices, leading to vulnerabilities.”

Cybersecurity serves as a foundational element that allows
FRPSDQLHV WR LQQRYDWH ZLWK FRQȣGHQFH� HQVXULQJ WKDW QHZ GLJLWDO 
products and services are resilient against evolving cyber threats.

South African companies like Discovery, Standard Bank, Nedbank, 
and Vodacom have successfully embedded cybersecurity into 
their innovation strategies. These organisations have
demonstrated that a proactive approach to security not only 
safeguards their operations but also drives digital innovation
and builds resilience against cyber threats.



NEDBANK

Cybersecurity in data analytics innovation

VODACOM

Embedding cybersecurity in IoT and
connectivity innovations 

NESTLÉ

Cybersecurity as a growth enabler
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Nedbank, another major South African bank, has embedded 
cybersecurity into its data analytics-driven innovation.
Nedbank uses big data analytics to drive insights and improve 
customer services, but this also introduces new cybersecurity 
risks. The bank has adopted a proactive stance on
cybersecurity by implementing encryption, access controls, 
and secure data storage systems to protect its customers’
information. This resilience has allowed Nedbank to leverage 
advanced technologies such as AI and machine learning while 
maintaining a strong defence against evolving cyber threats

As a leading telecom operator in South Africa, Vodacom has 
heavily invested in Internet of Things (IoT) solutions,
expanding into areas like smart cities and connected devices. 
To manage the cybersecurity risks associated with IoT,
Vodacom has implemented strong security protocols that 
ensure devices and networks are protected from unauthorised 
access. By embedding cybersecurity into its IoT innovations, 
Vodacom provides secure connectivity solutions that meet 
both customer needs and regulatory standards.

Leading global companies are also advancing innovation while
reinforcing their resilience against increasing cyber threats.

Nestlé, as part of its digital transformation, has embedded
cybersecurity into its business processes to ensure that
LQQRYDWLRQ FDQ ȤRXULVK ZLWKRXW H[SRVLQJ WKH FRPSDQ\ WR 
XQGXH ULVN� %\ EXLOGLQJ D F\EHUVHFXULW\�ȣUVW FXOWXUH DQG
employing advanced monitoring systems, Nestlé ensures its 
global supply chain operations are secure. This has enabled
the company to adopt technologies like blockchain to
LPSURYH WUDQVSDUHQF\ DQG HIȣFLHQF\ LQ LWV VXSSO\ FKDLQ�

The integration of cybersecurity into Nestlé’s innovation
framework has enabled it to maintain resilience while
experimenting with advanced technologies, ensuring that cyber 
risks are minimised during the digital transformation process.



4.3

BMW

Safeguarding connected vehicles

MASTERCARD

Building trust in digital payments

STANDARD BANK

Cybersecurity as an enabler of FinTech innovation
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The automotive industry is a hub of digital innovation,
especially with the rise of connected vehicles. BMW has
successfully integrated cybersecurity into its innovation 
lifecycle to ensure its vehicles remain protected from cyber 
threats. Through a combination of encryption, authentication 
mechanisms, and secure software updates, BMW safeguards
its autonomous driving systems and vehicle-to-everything 
(V2X) communication technology.

BMW’s approach not only ensures that its vehicles are resilient 
against hacking attempts but also allows it to continue
innovating in the areas of autonomous driving and smart
vehicle ecosystems.

Mastercard has placed cybersecurity at the core of its digital
innovation strategy to build consumer trust and enable digital 
payments globally. By embedding advanced security
technologies like AI and machine learning into its payment
systems, Mastercard ensures transactions are secure while
fostering innovation in digital banking and e-commerce. The
company uses its Cyber Resilience Centre to monitor and
protect its vast infrastructure, ensuring that new digital payment 
innovations are resilient against cyber threats.

Mastercard’s proactive cybersecurity stance not only enhances 
customer trust but also enables the company to continuously
innovate in areas like contactless payments and digital wallets, 
knowing that its systems are secure.

Cybersecurity plays a critical role in driving innovation by
safeguarding digital infrastructure from threats. By embedding 
F\EHUVHFXULW\ IURP WKH VWDUW� FRPSDQLHV FDQ LQQRYDWH FRQȣGHQWO\ 
without fear of disruption. Resilience ensures that businesses can 
quickly recover from cyber incidents, maintaining operational 
continuity. When cybersecurity is viewed as a strategic enabler, it 
enhances trust, supports growth, and ensures innovations remain 
secure and scalable.

By viewing cybersecurity as a strategic enabler rather than
a cost, organisations can ensure that their innovations are secure, 
resilient, and scalable for the future

$V RQH RI 6RXWK $IULFDȂV ODUJHVW ȣQDQFLDO LQVWLWXWLRQV� 6WDQGDUG 
%DQN KDV PDGH VLJQLȣFDQW VWULGHV LQ GLJLWDO LQQRYDWLRQ�
particularly in the area of mobile and online banking. To ensure 
WKH VDIHW\ RI LWV FOLHQWV
 ȣQDQFLDO GDWD� 6WDQGDUG %DQN LQWHJUDWHV 
advanced cybersecurity measures, including multi-factor
DXWKHQWLFDWLRQ� ELRPHWULF YHULȣFDWLRQ� DQG $,�SRZHUHG IUDXG 
detection. This focus on security allows the bank to continuously 
innovate with digital payment systems and mobile banking
solutions while ensuring resilience against cyberattacks.
This proactive approach enables Standard Bank to remain a 
OHDGHU LQ ȣQDQFLDO WHFKQRORJ\ �)LQ7HFK�� FRQȣGHQW WKDW LWV
innovations are built on secure foundations.



COST SAVINGS FROM AVOIDING 
CYBER BREACHES

4.4

Cybersecurity as a business enabler: 
Measuring ROI and long-term value
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12 Omdia Cybersecurity Decision-Maker Survey, 2024 n=198

Data breaches are increasingly expensive, with the global average cost of 
a breach reaching $4.88 million in 2024, as referenced
earlier in this paper from IBM's Cost of a Data Breach Report.
Omdia research also highlights that globally, for organisations
with fewer than 1,000 employees, 80% had suffered a breach
costing up to US$50,00012. The same survey notes that 34% of that same 
group of organisations had suffered a breach event
costing over US$500,000. Avoiding these costs through preventive
F\EHUVHFXULW\ PHDVXUHV LV D FOHDU ȣQDQFLDO EHQHȣW�

Breaches often cause downtime, which can cripple business
operations and lead to revenue loss. Investing in security systems 
that prevent such incidents helps businesses avoid these costly
disruptions.

Cybersecurity incidents can severely damage customer trust and 
lead to lost business. A strong security posture fosters customer
FRQȣGHQFH� HVSHFLDOO\ ZKHQ KDQGOLQJ VHQVLWLYH GDWD� 7KLV OHDGV WR 
higher customer retention rates and helps maintain a company's 
reputation. Avoiding a breach protects a company's brand,
SUHYHQWLQJ WKH ORQJ�WHUP ȣQDQFLDO GDPDJH WKDW RIWHQ IROORZV D 
KLJK�SURȣOH F\EHUDWWDFN�

In the public sector, reputation is tied to public trust rather than
customer loyalty. When a government entity or public service
experiences a cyberattack, it risks eroding the trust that citizens 
place in its ability to protect sensitive information, such as healthcare 
or personal identity data. For instance, a breach in a national health 
system could lead to public fear over medical records being exposed, 
creating a ripple effect of distrust across various governmental
services.

Public sector organisations often face higher levels of scrutiny than 
private businesses. When cybersecurity incidents occur, public
entities are expected to manage the crisis transparently and swiftly, 
often with challenging budgets. Mishandling a breach can lead to 
reputational damage not only for the department involved but for 
the broader government as well.

In the modern digital economy, cybersecurity has evolved
from a defensive necessity into a strategic business enabler.
Once viewed as a cost centre, cybersecurity is now recognised
for its capacity to protect business continuity, drive operational
HIżFLHQF\� DQG IRVWHU LQQRYDWLRQ� %\ SUHYHQWLQJ FRVWO\ EUHDFKHV� 
building customer trust, and ensuring compliance with regulatory
standards, strong cybersecurity measures directly contribute to
an organisation’s bottom line.

This section explores how proactive investment in cybersecurity not only 
UHGXFHV ULVNV EXW DOVR GHOLYHUV WDQJLEOH ȣQDQFLDO EHQHȣWV� )URP DYRLGLQJ 
VLJQLȣFDQW ȣQDQFLDO ORVVHV GXH WR EUHDFKHV DQG RSHUDWLRQDO GLVUXSWLRQV
to enhancing customer loyalty and unlocking new digital opportunities, 
robust cybersecurity is integral to long-term growth and resilience.



  “Public sector challenges often involve legacy 
systems and slow migration to modern systems.”

  “Cybersecurity investments can lead to 
lower insurance premiums as insurers reward 
companies that demonstrate reduced risk 
through robust security measures”. 
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Although public sector entities may not have
traditional "brands," their reputational capital lies in 
their perceived competence, reliability, and security. 
For government agencies, avoiding breaches means 
protecting this "brand" of public trust. Failing to do
VR FDQ OHDG WR D ORVV RI FRQȣGHQFH LQ VHUYLFHV� YRWHU
dissatisfaction, and political consequences.

While public entities don’t compete for market share
like private companies, they do rely on maintaining
their reputational value to ensure uninterrupted
IXQGLQJ� SXEOLF FRRSHUDWLRQ� DQG HIȣFLHQW RSHUDWLRQV�
A cybersecurity breach could lead to higher costs in
restoring systems, facing legal challenges, or 
managing public backlash, which can divert resources 
from other essential services. Often, public sector 
organisations have not kept up technologically,
according to one cyber expert familiar with their
IT operations:

Strong cybersecurity supports compliance with
UHJXODWLRQV VXFK DV 323,$ DQG *'35� DYRLGLQJ ȣQHV
that can reach up to 4% of global turnover for GDPR.
This protects businesses from legal penalties and
potential lawsuits
.
Enterprise purchasing of insurance policies against
cyber-based risks and various cybersecurity-related
worst-case scenarios has become standard operating
procedure for many organisations in South Africa and
beyond. Insurance providers are increasingly active in
the provision of this insurance, requesting evidence of
cybersecurity investments. Interviewees noted that 

By reducing the frequency of security incidents and
breaches, cybersecurity investments enhance overall
productivity, preventing costly downtime and
ensuring smoother business operations. Secure
systems facilitate new digital initiatives, such as cloud 
migration or IoT adoption, without the added risk of 
security breaches.

Cybersecurity is no longer a line-item expense to
manage; it’s a crucial strategic investment that
GLUHFWO\ LPSDFWV DQ RUJDQLVDWLRQȂV ȣQDQFLDO KHDOWK� 
Robust cybersecurity measures protect revenue 
streams, maintain operational stability, and fortify 
organisations’ reputations — key drivers for 
long-term success
.
A cybersecurity breach can halt operations, incur
VLJQLȣFDQW ȣQDQFLDO ORVVHV� DQG HURGH FXVWRPHU WUXVW� 
all of which threaten business continuity and growth. 
On the other hand, investing in comprehensive
security not only mitigates these risks but also
improves ROI by preventing costly incidents,
PDLQWDLQLQJ FXVWRPHU FRQȣGHQFH� DQG SRVLWLRQLQJ 
the company as a reliable market leader.

In today’s competitive landscape, cybersecurity is 
essential for growth and resilience, ensuring that 
organisations remain agile, innovative, and trusted 
ZKLOH GULYLQJ ERWK LPPHGLDWH DQG ORQJ�WHUP ȣQDQFLDO 
returns.
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What organisations
need to do

05
Whether an organisation’s security function consists of a large team or just one person, cybersecurity
must be considered and addressed. Under eight different headings, this section provides recommendations
across an organisation.
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Know your vulnerabilities 

2024-trend-micro-cyber-risk-report 

This is not a task for IT alone—collaboration between IT and cybersecurity teams is 
critical to ensure vulnerabilities are patched quickly and prioritised based on their risk 
level and potential impact. According to the 2024 Trend Micro Cyber Risk Report, the 
African region patches vulnerabilities at 28 days13 - this means that there are 28 days 
for attackers to exploit those vulnerabilities.

Cybercriminals often target backup systems, knowing that a compromised backup can 
cripple an organisation’s recovery efforts. As such, implementing robust data and 
system backup strategies is essential. Backups must be protected against ransomware 
attacks to ensure they remain secure and available when needed most.

Another common attack vector is credential theft. This method allows hackers to 
bypass traditional security measures and gain unauthorised access to sensitive data. 
To mitigate this risk, organisations must implement effective user lifecycle manage-
ment, ensuring that access credentials are monitored, controlled, and protected. Addi-
tionally, deploying multi-factor authentication (MFA)— which uses multiple methods 
to verify identity, such as a user ID, password, and biometric data— adds a crucial layer 
RI VHFXULW\� PDNLQJ FUHGHQWLDO WKHIW PXFK PRUH GLIȣFXOW IRU DWWDFNHUV�

Strengthening these defences requires ongoing engagement with cybersecurity ex-
perts and leveraging external resources to ensure your organisation’s overall security 
posture is continuously improving. Interviewee comments included that “it is 
GLIżFXOW WR DWWUDFW DQG UHWDLQ F\EHU WDOHQW� VR SDUWQHUVKLS ZLWK H[SHUWV LV 
HVVHQWLDO WR PDQDJH VHFXULW\ SRVWXUHq�

13 www.trendmicro.com/vinfo/za-en/security/news/cybercrime-and-digital-threats/intercepting-impact-

,JQRULQJ F\EHUVHFXULW\ YXOQHUDELOLWLHV LV OLNH OHDYLQJ GRRUV DQG ZLQGRZV RSHQ� 
LQYLWLQJ RSSRUWXQLVWLF DWWDFNV� 7R SURWHFW \RXU RUJDQLVDWLRQ� LWoV HVVHQWLDO WR 
YLJLODQWO\ LGHQWLI\ DQG DGGUHVV VHFXULW\ JDSV EHIRUH WKH\ FDQ EH H[SORLWHG� 
5HJXODUO\ VFDQQLQJ IRU YXOQHUDELOLWLHV DQG SURPSWO\ SDWFKLQJ V\VWHPV LV YLWDO 
LQ HQVXULQJ WKDW DWWDFNHUV GRQoW żQG ZHDN SRLQWV WR H[SORLW�



5.1

ACTIONS
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Patch systems promptly

Prioritise and quickly patch 

on their risk level to prevent 
exploitation by attackers.

Strengthen backup systems

Implement robust data backup strategies and 
protect backups from ransomware attacks, 
ensuring they are secure and available for recovery 
when needed.

Conduct regular 
vulnerability scans

Frequently scan for vulnerabilities 
across systems, networks, and 
applications to identify potential 
security gaps early.

Implement Multi-Factor 
Authentication (MFA)

Use MFA to add extra layers of security, 
making it harder for attackers to  
gain unauthorised access through 
credential theft.

Engage cybersecurity experts

Regularly consult with external 
cybersecurity experts and leverage 
external resources to enhance your 
organisation's security posture and 
defence mechanisms.

Deploy effective user lifecycle 
management

Continuously monitor and control 
access credentials, ensuring only 
authorised individuals have the 
necessary permissions. People leaving 
the organisation are a clear target for 
revoking credentials.

Taking these steps will help maintain resilience 
and prevent operational disruptions.

2

4 65

31
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Review your cybersecurity controls: 
People, process and technology
Effective cybersecurity controls are built on three key
pillars: people, process, and technology. Some organisations
have carefully designed these controls, while others have
developed them by default over time. 

Regardless of the starting point, the journey to robust
cybersecurity begins with a clear assessment of where you stand. 
Interviewees for this report consistently recommend conducting a 
cybersecurity maturity assessment, particularly for organisations
at the beginning of their cybersecurity journey. Interviewees also 
commented that an assessment is valuable for those organisations 
unsure about their security posture. Such an assessment provides
a roadmap for identifying gaps and creating a strategic plan to 
strengthen defences.

Among the three pillars, the technological component offers the
JUHDWHVW RSSRUWXQLW\ IRU LPSURYHPHQW� $XWRPDWLRQ DQG DUWLȣFLDO
intelligence (AI) tools are increasingly used to support human
teams to monitor networks, detect anomalies, and identify
potential vulnerabilities. AI has become an invaluable asset in
cybersecurity, augmenting the workforce and enabling faster, more 
precise threat detection. Another critical advancement is network 
segmentation—the practice of isolating key assets to limit the 
spread of malware and ransomware, thus reducing the risk of a 
widespread attack.

In addition to adopting cutting-edge technologies,
organisations should review the existing software tools 
they are already using. Many of these tools have integrated
security features that are often underutilised. By leveraging 
these built-in capabilities, organisations can further enhance 
WKHLU GHIHQFH VWUDWHJLHV ZLWKRXW VLJQLȣFDQW DGGLWLRQDO
investment. Collaboration with legal teams is also essential
to ensure that cybersecurity measures meet regulatory
requirements, while tailored controls are implemented to
DGGUHVV VSHFLȣF ULVNV IDFHG E\ WKH RUJDQLVDWLRQ�

Finally, cybersecurity controls must extend beyond the
organisation’s internal operations to include the supply chain. 
As businesses grow and evolve, the target operating model
for cybersecurity should mature accordingly, ensuring that
external partners and suppliers adhere to the same rigorous 
standards as the organisation itself.

Taking a strategic, integrated approach to cybersecurity
controls— focused on people, process, and technology—
ensures that your organisation is not only compliant but
also resilient. In a world where threats are evolving rapidly,
proactive planning and technological innovation are key to 
staying ahead.
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ACTIONS

48CYBERSECURITY AS AN IMPERATIVE FOR GROWTH

Conduct a cybersecurity 
maturity assessment

Start by evaluating your current 
cybersecurity status or updating any 
existing assessment. This provides 
a roadmap for identifying gaps and 
planning improvements.

Leverage automation and AI tools

Invest in AI-driven tools to monitor networks, detect 
anomalies, and identify vulnerabilities. This improves 
threat detection speed and accuracy.

Ensure regulatory 
compliance 

Collaborate with legal teams to 
align cybersecurity measures 
with regulatory requirements, 
ensuring compliance and 
minimising legal risks.

Integrate people, process, and 
technology

Develop cybersecurity strategies that integrate 
human oversight, structured processes, and 
cutting-edge technology to build a resilient 
defence system.

Maximise existing security features

Review and fully utilise security features in your current 

additional costs.

Implement network 
segmentation

Isolate critical assets to limit 
malware or ransomware spread 
and reduce overall risk.

Extend security to the 
supply chain

Ensure your external partners 
and suppliers follow the same 
rigorous security standards to avoid 
vulnerabilities across the entire 
ecosystem.

By integrating these steps, your organisation will 
improve both compliance and resilience in the face 
of evolving cyber threats.

1
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In today's digital economy, cybersecurity must be a top consideration in 
the development of every digital product and service. Security teams and 
developers need to collaborate closely, ensuring that application code is not 
only functional but secure. 

Evaluate and prioritise 
your data and systems
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This involves proactively identifying potential vulnerabilities, prioritising them based on their 
severity, and implementing effective remediation strategies. When security is baked into the 
GHYHORSPHQW SURFHVV� WKH UHVXOWLQJ GLJLWDO SURGXFWV KDYH IHZHU YXOQHUDELOLWLHV� VLJQLȣFDQWO\ 
reducing risk for the organisation and its customers.

7KH EHQHȣWV RI VHFXUH FRGH JR EH\RQG SURWHFWLRQǿLW HQDEOHV JUHDWHU FRQȣGHQFH LQ GLJLWDO 
innovation. Products developed with cybersecurity in mind are less likely to expose the
organisation to the threats that can disrupt operations, compromise data, or damage customer 
trust. The reduced risk that comes from secure development practices allows organisations to 
scale and innovate without fear of unexpected security breaches.

However, not all data and digital systems are equal in their importance. Mission-critical assets, 
ZKLFK DUH WKRVH HVVHQWLDO WR DQ RUJDQLVDWLRQ
V RSHUDWLRQDO FRQWLQXLW\� PXVW EH LGHQWLȣHG DQG 
prioritised for protection. If the unavailability or compromise of a particular system or dataset 
ZRXOG FDXVH VLJQLȣFDQW GLVUXSWLRQ� LW GHPDQGV WKH KLJKHVW OHYHO RI VHFXULW\� %\ IRFXVLQJ
cybersecurity efforts on these critical areas, organisations can ensure that they remain
resilient, even in the face of potential threats. One interviewee commented that “it is
essential to understand the organisation’s ‘crown jewels’, determining what could 
happen if these were compromised through a cyberattack”.

3ULRULWLVLQJ VHFXULW\ LQ GLJLWDO GHYHORSPHQW LV QRW MXVW DERXW SURWHFWLQJ GDWDǿLW
V DERXW
building a future-proof operation. Organisations that integrate cybersecurity into the DNA of 
their digital products not only reduce their exposure to risks but also position themselves to
RSHUDWH FRQȣGHQWO\ LQ DQ LQFUHDVLQJO\ FRQQHFWHG DQG FRPSHWLWLYH ZRUOG�
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ACTIONS
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Collaborate between security and 
development teams

Ensure close collaboration between your cybersecurity 
and development teams. Build security into the application 
development process to proactively identify vulnerabilities 
and reduce risks.

Implement secure code practices

Integrate security into the software development lifecycle (SDLC) by enforcing 
secure coding practices. This reduces vulnerabilities in digital products and helps 
avoid costly breaches.

Identify mission-critical assets

Begin by assessing your data and systems to determine which 
are essential to operational continuity. Prioritise securing 
these assets with the highest level of protection.

Focus on proactive remediation

Address vulnerabilities as soon as they are 

and improving systems to prevent exploitation by 
attackers.

Strengthen data
protection measures 
Apply encryption, access controls, and 
multi-factor authentication (MFA) to 
protect sensitive data, particularly for 
mission-critical systems.

This approach helps protect innovation 
and operations, minimises risk,  
and builds customer trust.

2
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5.4

Information (PII) from exposure
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To protect against PII exposure, organisations should take the following actions:

  

In summary, organisations must adopt a proactive, multi-layered approach to cybersecurity to safeguard PII from ransomware 
attacks. By implementing robust security measures, complying with regulations, and ensuring operational resilience, companies 
can mitigate the risk of PII exposure and its damaging consequences.

5DQVRPZDUH DWWDFNV RIWHQ WDUJHW SHUVRQDOO\ LGHQWLȣDEOH
LQIRUPDWLRQ �3,,�� FDXVLQJ VLJQLȣFDQW FRQVHTXHQFHV IRU ERWK
individuals and organisations.

The exposure of PII can result in:

Financial losses: Individuals face heightened risks of identity 
theft and fraud, while organisations may be forced to
compensate victims and cover the costs of addressing fraud.

5HJXODWRU\ żQHV� Non-compliance with data protection
UHJXODWLRQV VXFK DV *'35 DQG 323,$ FDQ UHVXOW LQ ȣQHV� )RU
H[DPSOH� *'35 ȣQHV FDQ UHDFK XS WR �� RI JOREDO WXUQRYHU�
DQG 323,$ ȣQHV XS WR 5��P�

Reputational damage: Organisations that fail to protect
PII risk losing customer trust and facing long-term
reputational harm.

Operational disruptions: Data breaches can halt operations,
HVSHFLDOO\ LQ VHFWRUV WKDW UHO\ RQ GDWD ȤRZ� VXFK DV KHDOWKFDUH
DQG ȣQDQFH�

• Encrypt sensitive data, both at rest and in transit:
This prevents unauthorised access even if attackers manage to breach 
the network.

• Implement multi-factor authentication (MFA):
It was repeatedly stressed by interviewees for this report that using MFA 
DGGV DQ DGGLWLRQDO OD\HU RI VHFXULW\� PDNLQJ LW PRUH GLIȣFXOW IRU DWWDFNHUV 
to access systems even if credentials are compromised. It is particularly 
important for protecting remote access and VPN services.

• Conduct regular security audits, vulnerability scans,
and penetration tests:
Frequent security audits help identify vulnerabilities before attackers
can exploit them. Penetration testing,which simulates real-world
cyberattacks, allows organisations to assess the robustness of their
security measures.

• Provide employees with ongoing training and
education on recognising phishing and social
engineering attacks:
Phishing remains a common entry point for ransomware attacks. Regular 
employee training on recognising phishing attempts, suspicious links, 
and social engineering tactics is crucial for reducing human error.

• Develop robust data backup and recovery plans to 
ensure data can be restored without paying a ransom:
Organisations must have a comprehensive data backup strategy that 
includes regular, automated backups with associated ransomware
protection, stored in separate, secure locations.

• Adhere to regulatory requirements:
Compliance with data protection laws such as GDPR or POPIA helps
PLWLJDWH ULVNV DQG UHGXFHV WKH OLNHOLKRRG RI KHIW\ ȣQHV� HVSHFLDOO\ ZKHUH 
regulatory authorities can see that every effort has been made to protect 
PII. Regular reviews of data handling policies ensure that organisations 
remain compliant.



Conduct frequent risk assessments and vulnerability scans to ensure that the organisation’s security posture evolves with the threat landscape. This includes penetration testing and automated 
monitoring tools that help identify weak points before attackers do. Regular assessments should not only focus on technical vulnerabilities but also on potential weaknesses in employee
behaviour and internal processes.

5.5

Conduct regular security 
assessments and audits

52CYBERSECURITY AS AN IMPERATIVE FOR GROWTH

By following these actions, your organisation will be able to adapt its security posture proactively, stay ahead of 
emerging threats, and reduce the risk of costly breaches

.

ACTIONS

1

2

3

4

5

6

7

Update and evolve security protocols:
Use insights from risk assessments to update security protocols, ensuring they 
evolve with new threats. Prioritise the mitigation of the most critical vulnerabilities.

Integrate vulnerability scans with compliance audits:
Align vulnerability scanning with compliance requirements (e.g., GDPR, POPIA)
to ensure that security measures not only address threats but also maintain
regulatory adherence.

Create an actionable report for stakeholders:
$IWHU HDFK DVVHVVPHQW� SURYLGH DQ DFWLRQDEOH UHSRUW GHWDLOLQJ ȣQGLQJV DQG
recommendations. Include a timeline for implementing necessary
improvements and assign accountability for each action item.

Schedule regular risk assessments:
Implement a quarterly or biannual schedule for comprehensive risk assessments, 
focusing on both external threats and internal vulnerabilities. Ensure these
assessments cover technical, human, and process-related risks.

Perform penetration testing:
 Engage in regular penetration testing exercises to simulate cyberattacks and identify 
exploitable weaknesses before attackers do. These tests are often undertaken by
external parties.Focus on mission-critical systems and high-risk areas.

Deploy automated monitoring tools:
Use AI-driven and automated monitoring tools for continuous real-time scanning. 
These tools should detect anomalies and alert teams to potential vulnerabilities or 
threats as they emerge

Assess employee behaviour risks:
Include assessments of human behaviour, such as susceptibility to phishing attacks 
or failure to follow security protocols. Regularly review internal processes for gaps or
outdated practices that could lead to vulnerabilities.



5.6

Commit to proactive 
cybersecurity engagement 
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To effectively tackle growing cybersecurity challenges, 
organisations must adopt a proactive approach.

However, highlighted by every interviewee for this report, the shortage of skilled
cybersecurity professionals is particularly pronounced in South Africa and across the
broader Africa region, making the task even more daunting . To bridge this gap,
organisations need to focus on an essential but often underutilised resource—their
employees.

Comprehensive cybersecurity awareness and education are crucial in mitigating risks,
particularly those stemming from accidental or negligent actions. Interviewees for this 
report repeatedly stressed that security awareness training should not be treated as a 
one-off event, but rather as an ongoing initiative, focused on changing behaviour. Regular, 
real-world examples of how security incidents were successfully prevented can illustrate 
the critical role every individual plays in protecting the organisation. This approach helps
to embed cybersecurity into the organisational culture, making it a collective responsibility 
shared by all employees.

For smaller organisations with limited resources, affordable software and services are
available to provide ongoing security education. Larger organisations, while often better 
equipped with tools and resources, must continue to emphasise employee engagement in 
cybersecurity . Interviewees pointed out that regularly showcasing the successes achieved 
through these efforts reinforces the importance of everyone’s role in safeguarding the
company’s assets and data.

By making cybersecurity everyone’s responsibility, businesses of all sizes can build a more 
resilient defence against cyber threats. Empowering employees with the knowledge and 
skills to recognise and prevent security breaches is not just an operational necessity—
it’s a strategic advantage in today’s increasingly connected digital landscape.
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ACTIONS

Implement continuous 
employee training programs

Develop and maintain an ongoing 
cybersecurity awareness training and 
education program for all employees. 
Incorporate real-world examples 
and case studies to illustrate the 
impact of security breaches and the 
importance of vigilance.

Regular security drills 
and simulations

Conduct simulated phishing 
attacks and other cybersecurity 
drills to test employee 
readiness and identify gaps in 
knowledge. Use the outcomes 
to adjust training and improve 
security practices

Embed cybersecurity into 
company culture

Make cybersecurity a core element of 
your company's culture by regularly 
communicating its importance 
through internal channels, meetings, 
and leadership messaging. Ensure all 
employees understand their role in 
safeguarding the organisation's assets.

Create incentives for 
engagement

Recognise and reward employees 
who consistently follow best 
practices and actively contribute 
to security efforts. Consider 
implementing a recognition 
program that highlights 
departments or individuals who 
excel in security awareness

Leverage third-party expertise

Where internal expertise is lacking, 
consider partnering with Managed 
Security Service Providers (MSSPs) 
or cybersecurity consultants to 
supplement your team. This approach 
ensures 24/7 monitoring and a higher 
level of expertise in incident response.

Regularly report and 
showcase successes

Share examples of how effective 
cybersecurity practices have 
prevented potential breaches, 
reinforcing the importance of 
individual contributions. Make these 
reports visible to all employees to build 
a sense of collective responsibility.

Utilise external  
learning resources

Leverage affordable 
cybersecurity education 
platforms and tools, especially 
for smaller organisations with 
limited resources. Use cloud-
based solutions for scalable and 
continuous employee training.

Develop a cybersecurity 
ambassador program

Appoint "cybersecurity ambassadors" 
within each department who serve as 
key contacts for security questions 
and promote awareness in day-to-day 
operations. These ambassadors can also 
help identify potential vulnerabilities 
from a departmental perspective.

By empowering your workforce 
with ongoing training, embedding 
cybersecurity into the culture, and 
leveraging external resources, 
your organisation can change 
behaviour, close the skills  
gap, and build a robust, proactive 
people-based defence against 
cybersecurity threats.

1
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5.7

Leverage automation and advanced tools
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Taking advantage of automation and more, these actions ensure your organisation stays agile, proactive, and protected from increasingly sophisticated cyberattacks

ACTIONSUtilise advanced security technologies such
as AI-driven threat detection, automated
monitoring, and endpoint protection.
These tools enable organisations to quickly
detect anomalies and respond to incidents
before they escalate. Automation also helps
organisations stay ahead of attackers who use
AI to exploit vulnerabilities more rapidly.

1

2

3

4

5

Implement AI-driven threat detection:
'HSOR\ $,�EDVHG VROXWLRQV WR PRQLWRU DQG GHWHFW DQRPDOLHV LQ UHDO�WLPH� 7KLV ZLOO DOORZ IRU TXLFNHU LGHQWLȣFDWLRQ DQG UHVSRQVH WR SRWHQWLDO
cyber threats before they escalate

Automate security monitoring:
Set up automated monitoring tools that continuously check your systems for vulnerabilities, reducing the need for manual oversight and
ensuring faster detection of breaches.

Strengthen endpoint protection:
Use automated endpoint protection systems to safeguard devices and networks, ensuring consistent monitoring and rapid response to
security threats.

Integrate automation into response strategies:
Develop an automated incident response plan that reacts to threats in real-time, limiting damage and preventing escalation.

Stay ahead of AI-driven attacks: 
Regularly update and enhance automation tools to counter AI-based threats used by attackers. Implement adaptive solutions that learn
from previous attacks to improve future defences.



5.8

Avoid pitfalls of going it alone
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14 Canalys insights, October 2024

15 Omdia Cybersecurity Decision Maker Survey 2024 n=964

16 Omdia IT Enterprise Insights 2024-25 n=131

17  Omdia Cybersecurity Decision Maker Survey 2024 n=964 46% of respondents highlighted 
“workforce shortage” in their top three issues

Managing every aspect of cybersecurity in-house
FDQTXLFNO\ EHFRPH RYHUZKHOPLQJ� LQHIżFLHQW� DQG
resource-intensive for most organisations.

The rapidly evolving nature of cyber threats, combined with the need for 
constant vigilance, makes it nearly impossible for companies to handle
all their cybersecurity needs internally. To address this challenge, many
organisations are increasingly turning to external partners and suppliers 
to bolster their cybersecurity infrastructure. One interviewee commented 
that “working with a partner, such as an MSSP, provides people on 
the ground to support the organisation and enables in-house
cybersecurity staff to expand their knowledge”.

Standard Bank spends an enormous amount on cybersecurity but still 
sees the virtue of not going it alone: As the Bank’s Group CIO Jörg Fischer 
told Tech Central: “We spend north of R1 billion on cybersecurity. 
Even though we have quite a good in-house team, we also work with 
quite a lot of partners.

”Service providers, particularly those specialising in managed security 
services, maintain robust and well-established partnerships with various 
technology vendors. Indeed, as previously referenced, over 90% of
cybersecurity spending in Africa is sold through partners14. Partnerships 
are essential to the cybersecurity ecosystem. These relationships enable 
partners, including service providers, to offer customers a range of
options and value, without the high costs or the need for in-house
expertise typically required when purchasing directly.

Omdia research notes that 55% of organisations outsource components
of their cybersecurity operations, while 56% engage external providers for
incident escalation15. Utilising external providers is now commonplace.

In Africa, this trend is even more pronounced. Managed security services 
are projected to be the leading investment area in cybersecurity, with 
61% of organisations planning to further invest in this domain in 202516.
A further 22% will maintain their existing investment in managed security 
services over the same period. This surge highlights the growing
recognition of the value that specialised external support brings to an 
organisation's security infrastructure. External partners offer customised 
FDSDELOLWLHV� WDLORUHG WR PHHW WKH VSHFLȣF QHHGV RI HDFK FXVWRPHU
organisation, ensuring a more robust and responsive security posture.

By collaborating with specialised external providers with the skillsets that
are often in short supply elsewhere17, organisations can access advanced
expertise and cutting-edge technologies that are often unavailable 
inhouse. This partnership allows companies to enhance their
cybersecurity capabilities, mitigate risks more effectively, and focus on 
their core business functions. Moreover, outsourcing can offer cost
advantages, as building and maintaining an internal cybersecurity team is 
often more expensive and unpredictable. Engaging external providers can 
result in faster detection of cyber threats, with many specialist vendors 
ensuring compliance with relevant regulations on behalf of their clients.
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Access to expertise not available in-house

Round-the-clock monitoring of security
events and incidents 

Up-to-date information on security threats, 
vulnerabilities, and attack methodologies

Enhanced threat detection through the use 
of AI and automation 

5.8

Beyond cost savings, external partners provide access to a variety of
support resources, such as paid cybersecurity assessments and clinics, 
which help organisations ramp up their cybersecurity practices more 
TXLFNO\ DQG HIȣFLHQWO\� ,QWHUYLHZHHV FRPPHQWHG WKDW WKH LQVLJKW DQG
expertise of partners is incredibly helpful to customer organisations
GHYHORSLQJ WKHLU F\EHUVHFXULW\ FDSDELOLWLHV� 2QH RUJDQLVDWLRQ� IRU H[DPSOH� 
EHQHȣWHG IURP DQ H[WHUQDO SURYLGHUȂV VXSSRUW LQ WKH IROORZLQJ DUHDV�

1DYLJDWLQJ WRGD\ȂV F\EHUVHFXULW\ ODQGVFDSH DORQH FDQ OHDYH RUJDQLVDWLRQV
YXOQHUDEOH WR WKUHDWV DQG DWWDFNV� (QJDJLQJ H[WHUQDO H[SHUWLVH LV QRW RQO\
EHQHȣFLDOǿLWȂV HVVHQWLDO� %\ OHYHUDJLQJ H[WHUQDO VXSSRUW� FRPSDQLHV FDQ
strengthen their defences, remain compliant with regulations, and ensure
ORQJ�WHUP UHVLOLHQFH LQ WKH IDFH RI HYROYLQJ F\EHU ULVNV�
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ACTIONS

Identify core  
cybersecurity needs: 

Assess your internal capabilities 
to determine which cybersecurity 
functions can be effectively handled in-
house and which should be outsourced. 
Focus on areas where external expertise 
is critical, such as advanced threat 
detection or incident escalation.

Customise security 
solutions: 

Work with specialised external 
vendors to create tailored 
cybersecurity solutions that 
align with your organisation’s 

Ensure these solutions evolve 
with the threat landscape.

Partner with a MSSP: 

Leverage MSSPs to handle 
round-the-clock monitoring, 
threat intelligence, and incident 
response. This provides access to 
industry-leading expertise and 
tools, enabling faster detection 
and mitigation of cyber threats.

Conduct regular security 
assessments: 

Schedule regular paid 
cybersecurity assessments 
and clinics through external 
partners to evaluate your 
security posture and address 
vulnerabilities promptly.

Maintain continuous communication: 

Establish strong communication protocols with 
your external providers to ensure your security 
operations remain integrated with your internal 
processes. Regular reporting and meetings will 
help maintain alignment with your evolving 
security needs.

Ensure regulatory 
compliance: 

Collaborate with external providers 
to ensure compliance with relevant 
data protection and cybersecurity 
regulations, such as GDPR and 
POPIA. Many MSSPs include 
compliance management as part of 
their service offerings.

Integrate AI and automation 
tools: 

Partner with external providers that 
offer AI-driven cybersecurity tools, 
enhancing real-time detection and 
response capabilities. This reduces 
manual oversight and increases the 

Optimise costs through 
outsourcing: 

Use outsourcing to avoid the high costs 
of building and maintaining an internal 
cybersecurity team. This allows for 
predictable, scalable investment in 

speed of response.
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Cybersecurity measures must also extend beyond
the organisation’s internal operations to include
the supply chain. As businesses grow, ensuring
that external partners meet the same rigorous
cybersecurity standards is essential. By partnering
with external providers, organisations can reduce
costs, improve threat detection,
and remain compliant with
evolving regulations.



CONCLUSION

Conclusion 
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Cybersecurity is more than just a technological 
issue; it’s a cornerstone of trust.

By embedding robust cybersecurity strategies into their operations, organisations
can safeguard their reputation while unlocking new digital growth opportunities.
This is not only a critical responsibility but also a substantial business opportunity.
Although human error remains a persistent challenge, fostering a culture of
vigilance can be a decisive factor.

:LWK WKH ULJKW VDIHJXDUGV LQ SODFH� EXVLQHVVHV FDQ FRQȣGHQWO\ GULYH LQQRYDWLRQ
and launch new digital products and services, secure in the knowledge that their
cybersecurity infrastructure underpins both resilience and progress. But is your
organisation truly leveraging cybersecurity as a strategic growth enabler?
The time to reevaluate and act is now.

https://omdia.tech.informa.com/
https://www.vodacombusiness.co.za/business/solutions/hosting/turn-to-us
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